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[' e7e cise 0, t/e 605e s co' ,e el by Sectio' 45; o, t/e Rese ve B."' 0 o,
I' 1i. Act,1334."'1 .llot/e 6 ovisio's/|.5se' .bli'( t/e ReseveB.'0o, I' 1i.
8RBI'9i" t/is e(. 1, RBI bei' ( s.tis,iel t/.titis"'ecess. y.'1 e76elie'ti' t/e

6ublici' te estsoto 10,/ e eby, issuest/ e Di ectio' s/ e ei'.,te s6eci,iel.

COapter | —) reliminar1

( -/ Oort Title and Commencement

1. 4/ ese Diectio's s/.Il be c.llel t/e Reseve B.'0 o, I' 1i. 8o' -B.' Oi' (

Fi'."ci.lCom6."ies-- .".(i'( RisOsi' Outsou ci' ( 9Di ectio' s, 2025.
2. 4/ ese Di ectio' ss/.ll comei' to,o ce5it/ imme1i. te e,,ect.

Provided that ,0 No'-B.' 0i' ( Fi'.' ci.| Com6. ' ies cove el u' 1e t/e scobe o,
t/ ese Di ectio's, .s me'tio'el i' 6. .( .6/ 3, t/ei e7isti'( I',0 m.tio'
4ec/' olo(y 849outsou ci' ( .( eeme'ts e(. 1lesso,5/et/e t/ey. elue,o0
e'e5.10" o .,te t/ee,ective 1.te o, t/ese Di ectio' ss/. Il combly5it/ t/e
6 ovisio' s o, t/ ese Di ectio' seit/e .tt/etimeo, e e5.10 by ( pril 30, 2026,
5/ic/eve ise. lie.Ho5eve ,t/ei 'e5 I4outsouci'( .( eeme' tst/.t come
i'to,oceo o .,te t/ee,ective 1.te o, t/ ese Di ectio' s, s/. Il comeély 5it/

t/ e 6 ovisio' s o, t/ ese Di ectio's, omt/e1.teo,.( eeme' titsel,.

Provided further that, ' ot/i' ( i' t/e 6 eceli'( 6 oviso s/. Il be co' st uel .s
6e mitti' ( ' o' -comé6li.' ce 5it/ .'y ot/e e7t.'t e(ul.toy i stuctio's o
st. tuto y equi eme' ts. 66lic. bletosuc/ . .'(eme'ts.

B- ( pplicabilit1 and / cope

3. 8194/ese Diectio's s/. Il be .66lic. ble to ,ollo5i'" ( No'-B.'0i' ( Fi'.'ci.l
Comé6. ' ies, e ei' . ,te collectively e,e el to.s'NBFCs'." 1 i Tlivilu.lly .s
.' NBFC9 subject to |. ye -5ise . 66lic. bilityA

89NBFC-D e(iste e15it/ t/eRBIU' 1e t/e 6 ovisio' s o, t/ e RBI Act, 1334B
4



8iI9NBFC-ICC e(iste e15it/ t/eRBIU' 1e t/e 6 ovisio' s o, t/ e RBI Act,
1334B

8iIONBFC-F. cto e(iste e1 5it/ t/e RBIU' 1e t/e 6 ovisio' so, t/ e
F.cto i' ( Re(ul. tio' Act, 2011B

8VvONBFC-- FI e(iste e1 5it/ t/eRBIU' 1e t/e 6 ovisio' s o, t/ e RBI Act,
1334B



89NBFC-IFC e(iste e15it/ t/eRBIU' 1e t/e 6 ovisio' s 0, t/ e RBI Act,
1334B

&i9IDF-NBFC e(iste e1 5it/ t/eRBIU' 1e t/e 6 ovisio' s 0, t/ e RBI Act,
1334B

&19HFC e(iste e1 5it/ t/eRBIU' 1e t/e 6 ovisio' so, t/ e NHB Act, 1382B
8/iii9S) Ds e(iste e1 5it/ t/eRBIU' 1e t/e 6 ovisio' s o, t/ e RBI Act, 1334B
879CICs e(iste e1 5it/ t/eRBIU' 1e t/e 6 ovisio' s o, t/ e RBI Act, 1334B

&ONBFC-) 2) e(iste e15it/ t/eRBIU' 1e t/e 6 ovisio' s o, t/ e RBI Act,
1334B

&FiONBFC-AA e(iste e1 5it/ t/eRBIU' 1e t/ e 6 ovisio' s o, t/ e RBI Act,
1334.

&894/ e 6 ovisio' s 6 esc ibel i' t/ese 1i ectio' s e7cebt C/.6te IV.'1 I4-
sbeci,ic 6 ovisio's co' t.i' el i' C/.6te II &.(., Bo. 1-level 14 outsou ci' (
6olicy ." 1 es60' sibilities o, ."1 evie5s by t/e Bo. 1 5it/ es6ect to 4
outsou ci' (90, t/ ese Di ectio' ss/. Il .66ly to NBFCs i' clulel i’ B.sel.ye .
4/ ese 1i ectio' si' cluli' ( C/.6te IV.' 1 I4-sbeci,ic 6 ovisio' sco' t.i'" el i’

C/.6te II. e.66lic. ble,o NBFCsi' - i11lel.ye ."'1.bovel.ye s.

&894/e 6. .( .6/s co't.i"el i C/.6te IV .'1 I4-sbeci,ic 6. .( .6/s
co't.i'"eli' C/.6te II. e.66lic.ble,o .' - GC e(iste el 5it/ RBIU' 1e
t/ e sc/eme o, Re(ist . tio' o, - ot(.(e Gu. .'tee Comb6.'ies, c.te( o iCe1

i' - i11lel.ye ."1.bovel. yes.

319 4/ ese Di ectio's. e ' ot.66lic. ble,o NOFHC e(iste e1 5it/ t/eRBI.s
NBFCu' 1e t/e 6 ovisio' s o, t/ e RBI Act, 1334.

Note: The applicability under these Directions is in line with the regulatory

structure for NBFCs as set out in Reserve Ban of India (Non-Ban inqg Financial

Companies — Reqistration, Exemptions and Framewor for ( cale Based

Requlation) Directions, 202, -
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4. 4/ e scobe o, 6 ovisio'sco' t.i' el i' C/.6te IlIs/.llbe.su' 1e A

8194/ e 6 ovisio's s/. 1l .66ly to m.tei.l outsou ci'( . .'(eme'ts e'te el
i'to by ." NBFC5it/ . se vice 6 ovile 5/ic/ m.y be eit/e . membe o,
t/e( oub/co' (lome .teto5/ic/ t/e NBFCbelo' (s,0 .' u' el tel6. ty
5/ic/ is loc.tel i' I'1i. o &else5/ee ,0 outsouc'( o, ,i'.'cil

se vices li0e . 66lic. tio' s



6 ocessi' ( 8o0.' oi(i'.tio', celitc. 19 Tocume' t 6 ocessi' (, m. Oeti' (
."1 ese. ¢/, sube visio' o,lo.'s, 1.t. 6 ocessi'"( ."'1 b.c0o,,ice el tel

. ctivities.

Provided that ,0 outsou cel se vices el. ti' ( toc elitc. 1s,t/e 6 ovisio' s

set outi' t/e Reseve B.'0 o, I'1i. No'-B.'0i' ( Fi'."'ci.| Com6.'ies D

Celit C. 1sAlssu.'ce .'"1 Co' 1uct9 Di ectio' s, 2025, .s . me' 1e1 , om

time to time, s/ . Il . Iso . 66ly to t/ e . 66lic. ble e’ tities.

&894/ e 6 ovisio' ss/.Il" ot. 66ly to outsou ci' ( 0,A
89 14 se vices .s 1e,i'el i' 6. .( .6/ 588190, t/ese Di ectio's, u' less

sbeci,iel ot/e 5isei' esbectiveb6. .( .6/so0,C/.6te IVB.'1

8i9 . ctivities u' el. te1 to,i'."' ci. | se vices lile us. (e o, cou ie , c.te i' (
o, st.,,, /ouseOeebi' ( ." 1]."ito i.|se vices, secu ity o, t/ e 6 emises,

moveme' t.' 1. c/ivi' ( o, eco 1s, etc.
5. 4/ e scobe o, 6 ovisio' sco' t.i' eli' C/.6te IVs/.llbe.su' 1e A

8194/ e 6 ovisio' ss/.1l.66lyto." NBFC'sm. te i.|outsou ci' ( 0, I4 se vices,
.S 1e,i'el i" 6. .( .6/ 5889.bove. I' t/is co' te7t, ‘Outsou ci' ( o, 14

Se vices's/ . Il i' clule outsou ci' ( o, t/ e,ollo5i' ( se vicesA

8 I4 ', .stuctuem.'.(eme't, m.i"te'."'ce.'1 subbo t

g. 15. e,s0,t5. eo ,im5. eB

8i9 "et500 .'1 secu ity solutio's, m.i"te'."ce 8. 15. e, so,t5. e

O ,im5. eB

8ii9 . 66lic. tio' 1evelobme' t, m.i' te'."' ce.' 1 testi' ( by A66lic. tio'

Se vice) ovile s &AS) s9i' cluli' ( A4- S5itc/ AS) sB

8v9 se vices.' 1 06e .tio's el.telto1.t. ce't esB

8
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89 clou1 combuti' ( se vicesB
&i9m."' . (el secu ity se vicesB.' 1

&ii9m. "' .(eme' to, I4i', .st uctu e."' 1 tec/' olo(y se vices. ssoci. tel

5it/ 6. yme' t system ecosystem.



&94/e 6 ovisio' ss/.Il" ot.66lytot/e,ollo5i' ( se vices/. ctivities,

8 co6o.te i"te'et b.'0i'( sevices obt.i'el by ." NBFC .s .

co 60 . te custome o sub-membe o, .' ot/e Re(ul.tel E' tity REB

Provided that ,0 t/e 6u 6ose o, t/ese Di ectio's, t/e ,ollo5i' (
i' Tic. tive &ut ' ot e7/. ustive9list o, e' tities s/. Il be co' sile el .s
REs D Comme ci.| B.' 0sB;oc.| Ae. B."0sBSm. Il Fi'.'ce B.'0sB
).yme' ts B.' OsBRe(io'.|l Ru .|l B.' OsBot/e NBFCs i' B.se;.ye
NBFC-B;9- i11le;.ye &BFC--;9."1:66e ;.ye NBFCD: ;B
AIl T 1i. Fi' . "' ci. | I' stitutio' sBC e1it I' ,0 m. tio' Comé6. ' iesB: b."'
Co-o6e . tive B."' 0sBRu .| Co-o6e . tive B.' 0sB.' 1 ).yme' t System

O6e . to s,

For the purpose of these Directions, .Commercial Ban s’ means ban ing
companies &t/e t/.' Sm.Il Fi'."ce B.'0s, ;oc.| Ae. B.'Os,

).yme'tsB."0s."' 1 Re(io' .|l Ru .|B."0s9 corresponding new ban s,
and the (tate Ban of India as defined respectively under clauses (c),
(da), and (nc) of section , of the Ban ing Regulation Oct, 1242-

8i9 e7te ' .| .ulit se vices suc/ .s Vul' e.bility Assessme't 8/A9 /
)ye'et.tio' desti'( §49 I' ,o m. tio' Systems Aulit, .' 1 secu ity

evie5 B
8ii9S- S(.te5.ys 8" cluli' ( bul0S- Sse vice 6 ovile sB
8v96 ocueme'to,I4/. 15. eo .66li.' cesB

&9 . cquisitio' o, 14 so,t5. e, 6 oluct o . 66lic. tio' &.(. Co e B.' 0" (
Solutio' &BS9 1.t.b.se, ."1 secu ity solutio' s9 o' . lice' ce o
subsc i6tio' b.sis, .'1 .'y e'/.'ceme'ts m. 1e to suc/ lice' se1

t/i1- 6. ty .66lic.tio's by t/e ve' 10 8s u6( .1es90 o' sbeci,ic

10



c¢/.'(e equestm.1eby.' NBFCB

&i9.'y m.i' te'."' ce se vice 8 cluli' ( secu ity 6.tc/es, ." 1 bu( ,i7es9
,0 I41i, .stuctue o lice'sel 6 olucts, 6 ovilel by t/e O i(i' .|

Equibme't - .'u,.ctue &E- 9 t/emselves, i' o0 1e to e'sue

co' ti' uel us. (eo, t/es. me by t/ e NBFCB

11



C-

6.

&ii9. 66lic. tio's 6 ovilel by ,i'."'ci.| secto e(ul.tos o i stitutio's
suc/ .s Cle. i'( Co 60 .tio" o, I' 1i. ;imitel &CI; 9 N. tio' . | StocO
E7c/." (e &NSE9.' 1 Bomb. y StocO E7c/."' (e 8SEB

&/iii%l. t,0 ms 6 ovilel by e'tities suc/ .s Reute s, Bloombe (, .'1
Society ,0 Eol15ile I'teb."0 Fi'.'ci.l 4elecommu'ic. tio'

&SE IF4B

879.'y ot/e o,,-t/e-s/el, 6 olucts &.(., ." ti-vius so,t5. e, ." 1 em. il
solutio' s9 subsc ibe1 to by .' NBFC, 5/eei' 0o'ly . lice'se is

6 ocu e15it/ ' oo mi' im. | customis. tio' B

&9 se vices obt.i'el by .'" NBFC .s . sub-membe o, . Ce't.lisel
). yme' t System &) S9, om.' ot/e REB

&i9Busi' ess Co es6o' 1e't &BCI9 se vices, 6.y oll 6 ocessi' (, .'1

st.teme' t6 i' ti' (.

efinitions

[' t/ ese Di ectio' s, u' lesst/ e co' te7t ot/ e 5ise equi es,

89 ‘Outsourcing’' me. ' suseo, . t/i 16. ty&it/e .' ., ili.tel e' tity5it/i" .
cob6o.te( oubo .' e'tityt/.tise7te'.ltot/eco 6o .te( oub9by .’
NBFC to 6e ,0 m . ctivities o' . co'ti' ui'( b.sis t/.t 5oull "o m.Ily be
u' 1e t.0e' by t/e NBFC itsel,, ' 05 o i' t/e ,utu e. Eo' ti' ui' ( b. sisFs/.l

i' clule.( eeme' ts,o . limite1 6e io1.

&9‘6roup’ s/.ll be .s 1e,i'el1 i'" t/e Reseve B.'0 o, I' 1i. &omme ci. |

B.'Os - Co' ce't.tio' RisO- .'.(eme't9Di ectio's, 2025,.s.me' 1e1, om

timetotime,,0 t/e6u 60seo,i't.( oubt.'s.ctio's.'1e760su esB

Some ot/e tems 6et.i"i'( to outsouci'( o, ,i'."'ci.l sevices .'1 14

12
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se vices /.ve bee' 1e,i'el i' t/ei esbective C/.b6tes .s be t/ei

. 66lic. bility.

All ot/ e e76 essio' s u' less 1e,i'el /e ei' s/.lI/.vet/es.meme."i'( .s
/.vebee' .ssi('eltot/emu' 1e t/eReseveB.'00,I' 1i. Act, 13340 t/e
I' om.tio' 4ec/' olo(y Act, 2000 o t/e Comé6."'ies Act, 2013 ."' 1 Rules

m. 1e

13



t/eeu 1e,0 .'yst tuto ymoli,ic.tio' o e-e'.ctme' tt/e eto, 0
Gloss. yo, 4e ms 6ublis/e1 by RBIo .suseli' comme ci.l6. |."ce,.st/e

c.sem.y be.

14



COapter Il — Role of t0e Board
3. 4/eoutsouci'( o,."y.ctivity by.' NBFC 1oes' ot 1imi'is/ its obli(. tio's,
."1 t/ose o, its Bo. 1 .'"1 Se'io -.'.(eme't, 5/0 /.ve t/e ultim. te

es60' sibility ,0 t/ e outsou cel . ctivity.

( -Board ( pproved ) olic1

10. A" NBFCi'te' 1i'( tooutsou ce.'yo, its,i'.'ci.lo I4.ctivitiess/. Il 6uti'
6l. ce co es6o' 1i' ( comb e/ e' sive Bo. 1 .66 ovel outsou ci' ( 6olicy, t/ e

cove .(e o, 5/ic/ is i"1lic.tel1 i' 6. .( .6/ 20 ."1 6. .( .6/ 62,
es6ectively.

B- 4 e1 responsibilities

11. 4/e Bo. 1 o . Committee o, t/e Bo. 1 to 5/ic/ 605e s /.ve bee
Tele(.tel, .s .66lic.ble,o ,i'.'ci.lo I4 outsou ci' (, s/.ll be es6o' sible
,0 6butti' ( i' 6l.ce. ,.me500toev.lu.tet/e isOs.'1 m.tei.lity o, .l
e7isti' ( .' 16 osbectiveoutsou ci' (. .'(eme'ts, Lyi'( 105" .66 06 i.te
.66 ov.| .ut/o ities 1e6e' 1i' ( o' isOs .'"1 m.tei.lity, ."1 u' 1e t. 0" (

e(ul. evie5.

12. I' esbecto, outsou ci' ( o,,i'." ci. | se vices,

89 t/e Bo. 1, o . Committee o, t/e Bo. 1 to 5/ic/ 605e s /.ve bee'

lele(.tel,s/.Il be es6o' sible, inter alia, ,0 A

8 .66o0vi'(.,.me500toev.lu.tet/e isOs."'1 m.teility o, .l
e7isti' ( .'1 6 osbective outsouci'( . .'(eme'ts .'1T t/e

6oliciest/.t.66lytosuc/ . .'(eme' tsB

89 lLyi'"( 105" .66 06 i.te .66 ov.|l .ut/o ities ,0 outsou ci'(

1e6e' 1i' ( o' isOs."' 1 m. te i. lityB

15



8ii9 setti' ( u6 suit. ble
-.".(eme'tB

8v9 u' 1e t. Oi' ( e( ul.
.'(eme'ts ,0 t/ei

sou' 1' essB

89 1ecili'( o' busi' ess

outsou cel,.'1.66 ovi' ( suc/ .

. Tmi' ist . tive

evieb

co' ti' uel

. ctivities o,

16

,.me500

outsou ci' (st .te(ies

elev. ' ce,

. (eme' tsB

Se' io

1
L

.tue to be



8i9 .66 ovi' ( . 6olicy ,0 outsou ci'( ,i'."ci.| se vices to . ( ou6
e' tityB. ' 1

8ii9 evie5i'( eco 1so,.llm.tei.loutsou ci' ( o' /.|, ye. lyb.sis,i
5/ic/ c.se t/e 1lele(.tio' s/oull be to RisO - .'.(eme't

Committee o' ly.

&9 t/eAulit Committee o, t/ e Bo. 1 8ACB90, .' NBFCs/. lIA

89 mo'ito t/esystemo,i' te'.l.ulito, .|l outsou cel . ctivitiesB
S
8i9 evie5 t/e.(ei'( .'.lysis o, e' ties 6e' 1i'( eco' cili. tio' 5it/

outsoucel ve'1os .'"1 m.Oe e,,ots to eluce t/e oll

outst. ' 1i' ( itemst/e ei' .tt/ee. liest.

13. I' esbect o, outsou ci' ( 0, I4 se vices, t/e Bo. 1 s/.1l be es6o' sible, inter
alia,

,0 A

89 outti'(i' 6l.ce., .me50 0,0 .66 ov.lo, outsou ci' ( . ctivities
1e6e' 1i' ( o' isOs.' 1 m.te i lityB

8i9 .66 ovi' ( 60licies to ev.lu.te t/e isOs .' 1 m.te i lity o, . Il e7isti' (

." 16 osbectiveoutsou ci' (. .'(eme'tsB
8ii9 setti' ( ub suit. ble. 1Tmi' ist . tive, .me50 00, Se'io - ."'.(eme' tB

89 e'sui'( eit/e by itsel, o t/ ou(/ its Committee t/.t t/eeis 'o
co' ,lict o, i"teest . isi'( out o, t/i 1-6. ty €' (.(eme'ts, es6eci.lly
5/e" 6e mitti' ( .' e7cebtio’ to t/e equieme't t/.t t/e se vice
6 ovile o, outsou cel se vices, i, 'ot. ( oub com6.'y, s/.Il ' ot be
o5'el o co'tollel by .'y liecto, Oey m.'.(ei.l 6eso' el

.66 ove o,t/eoutsouci'(. .'(eme't,o t/ei eltives,.si' lic.tel

12



u' 1le t/e6 ovisotob. .( .6/ 530, t/ese Di ectio' sB."' 1

&9 evie5i'( .'y .1ve se 1evelobme't me'tio' el i' e6bo ts 6ut u6 to

Se'io - .'.(eme'to' t/emo'itoi'( .'1co'tol.ctivities.
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(-

14.

COapter Il — Outsourcing of Financial / ervices
efinitions
I' t/isC/.6te, u' lesst/e co' te7t ot/ e 5ise equi es, ‘Material Outsourcing’

me.'s. .'(eme'ts, 5/ic/ i, 1is ubtel, /.ve t/ e 6ote' ti. | to si("'i,ic. ' tly
im6. ct t/e busi' ess ob6e .tio's, e6but.tio' o 6 o,it. bility o custome

se vice.'- .te i. lity'o, outsou ci' ( s/.llbeb.sel o' t/eA

89 level o, im6o t.' ce to t/ e NBFC o, t/ e. ctivity bei' ( outsou cel .s 5ell

.st/esi('iic.' ceo, t/e isO60sel byt/es. meB

8i9 o6ote' ti.| im6.cto, t/e outsou ci' ( o' t/e NBFC o' v. ious 6. . mete s

suc/ .se. "i'(s,solve' ¢y, liquitlity, ,u' 1i' (,c. 6it.],." 1 isO6 o,ileB

8ii9 li0ely im6.ct o' t/e NBFC's e6ut.tio' ."1 b."1 v.lue, ." 1 . bility to
. ¢/ ieve its busi' ess objectives, st .te(y, .' 1 6l." s, s/oull t/ e se vice

6 ovile ,.ilto6e ,0 mt/ e se viceB

8v9 cost o, t/e outsou ci' ( .s. 6 o060 tio' o, tot.| obe .ti' ( costs o, t/e
NBFCB

89 .(( e(.te e76osu e tot/.t6. ticul. se vice 6 ovile,i' c.ses5/ee

t/ e NBFC outsou cesv. ious,u' ctio' stot/es. mese vice6 ovile B.' 1

&i9 si('i,ic.' ce o, . ctivities outsou cel i' t/e co' te7t o, custome se vice

.' 1 6 otectio'.

B- ( ctivities t0at sOall not be outsourced

15.

A" NBFC 5/ic/ c/ooses to outsou ce ,i'."'ci.| se vices s/.ll /o5eve ' ot
outsou cecoem.'.(eme't,u' ctio' si' cluli' ( I'te ' .| Aulit, st . te(ic."' 1
com6li.' ce ,u' ctio's, .' 1 Tecisio' -m. 0i' ( ,u' ctio's suc/ .s lete mi'i' (
com6li.' ce5it/ KGC' o ms,o0 o6e'i' ( 1e6osit. ccou' ts, (ivi' ( s.'ctio' ,o0

lo.'s8 cluli'( et.illo.'s9."Tm."'.(eme'to, i' vestme' t 60 t,olio.
13



Provided that ,0 .' NBFCi' . ( ou6/co' (lome .te, t/ese, u' ctio's m.y be
outsou cel 5it/i' t/e ( ou6 subject to comé6li.' ce 5it/ i' st uctio's '

6. .( .6/ 45to6. .( .6/ 51.
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Explanation: E /ile i' te ' .| . ulit ,u' ctio' itsel, is. m.'.(eme't 6 ocess,

t/ei'te'.l.ulitosc.' beo' co't.ct

C- ( utOorisation, ( ccountabilit1, and Oversig0t

16.

12.

18.

A" NBFC, 5/ic/ 1esi es to outsou ce ,i' . "' ci.lse vices, s/.Il' ot equi e6 io
.66 ov.l, omRBI. Ho5eve ,suc/ . .'(eme'ts5oull be subjectto o' -site/

o,,-sitemo' ito i' ( .' 11" sbectio' /sc uti' y by RBI.

Asst.teli' 6. .( .6/ 3,t/eoutsou ci'( o,."'y.ctivityby."' NBFCs/.Il" ot
T1imi' is/ its obli(. tio' s i' cluli' ( to its custome s .'1 RBI, .' 1 t/ ose o, its
Bo. 1."1se'io m.'.(eme't,5/0/.vet/e ultim. te es6o' sibility ,o t/e
outsou ce1l . ctivity. 4/e NBFC s/ . ll, t/ e e,0 e, be es60' sible,0 t/e.ctio's
0, its se vice 6 ovile i' cluli' ( Di ectS. les A( e' ts 8SAs9/ Di ect - . Oeti' (
A(e' ts &- As9.'1 ecovey .(e'ts.'1 t/e co',ile' ti lity o, i' ,0 m. tio'
bet.i"i'"( tot/e customest/.tis.v.il.ble 5it/ t/e se vice 6 ovile . 4/e

NBFCs/. Il et.i' ultim. te co't ol o, t/ e outsou ce1 . ctivity.
A" NBFCs/.lle'suet/.tA

8 .l elev.'t I.5s, e(ultio's, wules, (uileli' es .'1 co' 1itio's o,
.66 ov.l, lice'si"( o e(ist .tio' /.ve bee' co'sileel 5/¢

6e ,o mi' ( Tue 1ili(e' cei'" el tio' tooutsou ci' (B

89 outsouci'(,5/et/e t/ese vice 6 ovile isloc.teli' I' 1i. o outsile,
lToes 'ot im6ele RBI i' c¢. yi'( out its sube visoy ,u'ctio's .'1
objectives, o 1imi' is/ t/e . bility o, .' NBFC to ,ul,il its obli( . tio' s to

t/e e(ul.to /sube viso B

8ii9 outsou ci' (,5/et/e t/e se vice 6 ovile isloc.te1i' I' 1i. o outsile,
1oes ' ot imbele o i'te ,e e 5it/ t/e . bility o, ." NBFC to e,,ectively
ove see.' 1 m.'.(eits. ctivities,."' 1,ul,ilits obli(. tio' sB
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8v9 outsou ci' ( 5oull "ot esulti' t/e comb6 omise o 5e.0e'i'( o, .

NBFC'si'te '.lco' t ol, busi' essco' Tuct, 0 eb6but. tio' B
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89 t/e sevice 6 ovile emé6loys t/e s.me /i(/ st."1. 1 o, c. e i
6e ,o mi' ( t/e sevices .s 5oull be em6loyel by t/e NBFC, i, t/e

. ctivities5e e co' 1ucte1 5it/i' t/e NBFC."' 1 ' ot outsou cel1B.' 1

8i9 t/e se vice 6 ovile,i, "ot. ( oub com6.'y o, t/e NBFC, s/. Il ' ot be
o5'el o co'tollel by .'y 1iecto o, t/e NBFC, o t/ei el tives
/.vi'(t/es.meme."i'( .s.ssi('el u 1e Comb. "' ies Act, 2013 .' 1

t/eRules, .melt/eeu 1e,.s.me' 1e1, om time to time.

13. A" NBFC s/.Il be es6o'sible ,o0 m.0i'( Cu e'cy 4."'s.ctio's Re6o ts
&4Rs9 .' 1 Susb6icious 4 .'s.ctio's Re6o ts &4Rs9to FI. o .'y ot/e
com6ete' t. ut/ o ityi' esb6ecto, its custome el. te1 . ctivitiesc. iel out by

t/ e se vice 6 ovile s.
- 6 overnance Framework
-3 Outsourcing ) olic1
20. A" NBFCi' te' 1i' ( to outsou ce.'yo, its,i'." ci.l se vicess/. Il 6uti' 6l ce
com6 e/ e' sive outsou ci' ( 60licy, .66 ovel by its Bo. 1, 5/ic/ s/.ll
i' co 60 . te, inter alia, t/ e ,ollo5i' ( :
89 citei. ,o selectio' o, suc/ . ctivities.' 1 se vice 6 ovile sB
8i9 1lele(.tio' o,.ut/o ity 1e6e' 1i' ( o' isOs,."' 1 m.te i lityB." 1
8ii9 systemstomo'ito .' 1 evie5 t/ ese. ctivities.
-2 Role of / enior Management
21. 4/eSe'io - ."'.(eme'to,.' NBFCs/. I, inter alia, be es60' sible,o0 A

8 ev.lu.ti'( t/e isOs .'"1T m.tei.lity o, .Il e7isti"( .'1 6 os6ective
outsou ci' (, b.sel o' t/e, .me500 .66 ovel by t/e Bo. 1 o

Committee o, t/ e Bo. 1B
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8i9 1levelo6i' ( .'1 im6leme'ti'( sou'1."'1 6 ule't outsou ci' ( 60licies
."1 6 ocelu es comme' su .te 5it/ t/e'.tu e, scobe, .' 1 comb6le7ity

o, t/ e outsou ci' (B
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8ii9 evie5i' ( 6e iolic. llyt/ e e, ective' ess o, 60licies.' 1 6 ocelu esB

8v9 commu'ic.ti' ( i' ,0 m.tio' 6e t.i"i'( to m.te i.l outsou ci' ( isOs

tot/eBo. 1i" . timelym.''e B

89 e'sui'(t/.tco'ti'(e' cybl.'s, b.sel o e.listic.'16 ob.ble

1is ubtive sce'. ios,. ei' 6l.ce.' 1 teste1B

&9 e'sui'"(t/.tt/eeisi' 1eb6e' 1e't evie5 .'1.ulit,0 comb6li.' ce5it/

set 60liciesB. ' 1

&ii9 u' 1e t. 0i' ( 6e iolic evie5 o, outsou ci'( . .'(eme'ts toile'tiy
'e5 m.tei.loutsou ci' ( isOs.st/ey. ise.
E- Risk Management

E-3 Evaluation of t0e Risks

22. A" NBFC s/.Il ev.lu.te ."1 (u. 1 .(.i"st t/e ,ollo5i'( Oey isOs 5/¢€'

e'tei'"(i'"tooutsouci'(. .'(eme'tA

89 [ trategic Risk Dsuc/ .s 5/e e t/e se vice 6 ovile co' Tucts busi' ess
o' its o5' be/.l,, i"co' siste't 5it/ t/e ove .|l st.te(ic (o.ls o, t/e

NBFC.

8i9 Reputation Risk Dsuc/ .s 5/e e t/e se vice 6 ovile 1lelive s 600
se vice, 0 its custome i'te.ctio's . e i'co'siste't 5it/ t/e ove .|l

st.' 1. 1so, t/ e NBFC.

8ii9 Compliance Risk Dsuc/ .s 5/e e, o5i'( to outsou ci' (, t/e 6 iv. cy,

co'sume ,."16 ule' ti.ll.5s. e' ot. 1equ. tely com6lie1 5it/.

8v9 Operational Risk D5/ic/ m.y . ise Tue to tec/' olo(y ,.ilu e, , .ul,
e o, o i'.lequ.te ,i'."'ci.l c.6.city o, t/e se vice 6 ovile to ,ul,il
obli( . tio' so to6 ovile emelies.
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89 Legal Risk D5/e e.' NBFCis subjectel to, inter alia, ,i' es, 6e' . Ities, o
6u' itive 1.m.(es esulti' ( , om subevisoy .ctio's, o 6 iv.te

settleme' ts Tue to omissio’' s.' 1 commissio' s by t/ e se vice 6 ovile .
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8i9 Exit / trateg1 Risk Dm.y . ise 5/¢e' .' NBFC becomes ove eli.'t o'
0' e se vice 6 ovile, loses elev.'t i'"te'.| sQills 6 eve' ti' ( it , om
bi(i'( t/e.ctivity b.cOi'-/ouse, 0 e'tesi' toco't.ctst/.tm.Qe

sbeely e7its 6 o/ ibitively e76e' sive.

&ii9 Counterpart1! Risk Dsuc/ .s 5/e e t/e sevice 6 ovile e'(.(es i

i'.66 06 i.teu' 1e 5 iti' ( o c elit. ssessme' ts.

&iii9 Countr1 Risk D5/ e e t/ e 6o0litic. |, soci. |, 0o le(.lclim.tec e.tes. 11e1

isOi" t/eoutsouci'(. .'(eme't.

879 Contractual Risk D5/e et/e NBFCm.y ' ot/.ve t/e . bility to e' ,0 ce

t/eco't.ct5it/ t/ese vice6 ovile .

&9 Concentration and / 1stemic Risk D5/e et/e eis. I.cOo, co' tolo, ."'
NBFC ove . sevice 6 ovile, moe so 5/e'" ove.ll i"Tusty /.s

co' sile . ble e760su eto 0' e se vice 6 ovile .

E-2 Confidentialit1 and / ecurit1 of Information

23.

24.

25.

26.

A" NBFC s/.ll see0 to e' su e t/e co' ,ile' ti. lity, secu ity, 6 ese v. tio', ."' 1

6 otectio' o, t/e custome i',0 m.tio' i' t/e custoly o 6ossessio' o, t/e

se vice 6 ovile .

Access to custome i' ,0 m. tio' by. se vice 6 ovile o itsst.,, s/.llbeo" .
“eel to 0' 05’ b.sis, i.e., limitel to t/ose . e.s 5/ee t/e i ,0o m.tio' is

equi el i' o 1e to6e ,0 mt/eoutsou cel ,u' ctio'.

A" NBFC s/.Il evie5 .'"1 mo'ito t/e secuity 6 .ctices .'1 co't ol
6 ocesses O, its se vice 6 ovileso' . e(ul. b.sis.'1 equi e t/e se vice

6 ovile to lisclose secu ity b e. c/es.

I' i"st."ces, 5/ee . sevice 6 ovile .cts .s .' outsouci'( .(e't ,o

22



multi6le e' tities, t/ e NBFC s/. Il t.0e c. eto buill sto'( s.,e(u. 1ssot/.t
t/eeis'ocomi' (li'( o combi'i'( o,i',0 m.tio', Tocume'ts, eco 1s,."'1

. ssets.
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22.

28.

A" NBFC s/.ll e'suet/.t. sevice 6 ovile is .ble to isol.te ." 1 cle. ly
ile' ti,y t/ e NBFC's custome i',0 m.tio', Tocume'ts, eco 1s."'1 .ssets to

6 otectt/eco',ile' ti. lityo, t/ei' ,0 m. tio'.

A" NBFC s/. Il imme1i. tely ' oti,y RBI i' t/e eve'to, b e.c/ o, secuity."'1
le.0.(e o, co',ile' ti.| custome el.te1i',0 m.tio'.I' t/ese eve' tu. lities,

t/ e NBFCs/ . Il be li. ble to its custome s,0 ."y1.m. (e.

F- Outsourcing ) rocess

F-3 / ervice ) rovider Evaluation

23.

30.

A' NBFC s/.ll 6e,om .66 o6 i.te 1ue 1ili(e' ce 5/ile co'silei'( o
e e5i"(." outsouci'(. .'(eme't, to.ssesst/ec.6.bilityo, t/e se vice
6 ovile to comély 5it/ obli(.tio's i' t/e outsouci'( .( eeme't o' .'
o' (oi' ( b.sis.

4/ e Tue 1ili( e' ce me' tio' e1 . bove s/ . Ili' volve.' ev. lu.tio' o, .Il.v.il ble
i' ,om.tio', .s .66lic. ble, . bout t/e se vice 6 ovile, i' cluli' ( but 'ot
limite1 toA

89 qu. lit. tive, qu.' tit. tive, ,i' ."'ci. |, o6e .tio' . I, le(.l, ." 1 e6ut.tio". |
,. Cto sB

89 isOs. isi'"( , omu' 1ue co' ce't.tio', i, outsouci'( to. si'(le

se vice 6 ovile ,o0 . limite1l ' umbe o, se vice 6 ovile sB

8ii9 6.st e76eie' ce,.'1 1emo' st .tel combete' ce to imb6leme' t . "' 1

subbo tt/ e 6 obosel . ctivity ove t/eco't.ctel 6e io1B

8v9 ,i'.'ci.lsou' 1" ess.' 1. bility to se vice commitme' ts eve' u' 1e

. Tve se co' 1itio' sB

89 Dbusi' ess eb6ut. tio' .' 1 cultu e, comé6li.' ce, com6l.i" ts.' 1

outst.' 1i' ( o 6ote' ti. | liti( . tio' B
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8i9 qu. lity o, Tue 1ili( e' ce e7e cisel by t/ e se vice 6 ovile o, its

emé6loyees.' 1 sub-co' t . cto sB

8/ii9 secuity .'1 i"te'.l co'tol, .ulit cove.(e, eboti'(, ."1

mo' ito i' ( 6 ocelu es,."' 1 busi' ess co' ti' uitym.' . (eme' tB."' 1
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31.

32.

&iii9e7te ' . 1,. cto s li0e 6olitic. |, eco' omic, soci.l,." 1 le(.le' vi o' me't o,
t/ e ju islictio' i' 5/ic/ t/e se vice 6 ovile obe .tes.' 1 ot/e eve'ts

t/.tm.yim6.ct1.t. secuity.'1 se vicebe ,o m.'ce.

E/e e 6ossible, .' NBFC s/.Il obt.i'" i' 1eb6e' 1e't evie5s .'1 m. Oet
,eelb.c0 o' t/e se vice 6 ovile to subbleme'tt/e,i'1i' (s o, its 05' 1Tue
1ili( ' ce.

A" NBFC s/.Il .Iso ev.lu.te 5/et/e t/e systems o, its se vice 6 ovile . e

comé6. tible 5it/ t/ ose o, t/ e NBFC,."' 1 t/ e . cce6t. bilityo, t/ei st." 1. 1so,

6e,om.'cei cluli'(i' t/e. e. o, custome se vice.

F-2 Outsourcing ( greement

33.

34.

A" NBFC s/.Il esue t/.t t/e tems .'1 co' 1litio's (ove'i'( t/e
outsouci'( . .'(eme't. ec. eully 1ei el i' 5 itte' .( eeme'ts .'1
vettel by t/ e NBFC's le( . | cou' sel o' t/ei le(.le,,ect."1¢e"',0 ce. bility. 4/ e
.( eeme'ts/.Il.66 06 i.tely ecOo' t/e.ssoci.tel isOs.'1t/est.te(ies
,0 miti(.ti'( o m.".(i"( t/em. 4/ e NBFC s/.Il e sue t/.t suc/ .'
.( eeme' tis su,,icie' tly ,le7ible to . llo5 it to et.i' .' .66 06 i. te level o,
co'tol ove t/eoutsouci'( .'1 t/e i(/ttoi'teve' e b5it/ .66 06 i.te
me. su estomeetle(.l."1 e(ul.to yobli(.tio's.4/e.( eeme'ts/.Il.Iso
bi'"( outt/e'.tueo, le(.| el tio's/i6 bet5ee' t/e 6. ties, i.e, 5/et/e

.(e't-6 i'ci6.1o ot/e 5ise.
Some o, t/ e Oey 6 ovisio' so, t/e.( eeme' ts/.Ili' cluleA

89 1let.ils o, t/e . ctivity bei' ( outsou cel, i' cluli' ( .66 06 i.te se vice

.'"16e,om.'cest.' 1. 1sB

89 NBFC's .ccess to . Il booOs, eco1s, .'1 i',0 m.tio' elev.'t to t/e

outsou cel . ctivity . v.il. ble 5it/ t/ e se vice 6 ovile B
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8ii9 e(ul. ."1co ti'"uousmo'itoi'( ."1.ssessme'tbyt/eNBFCo, t/e
se vice 6 ovile ,0 co'ti'uousm.'.(eme'to, t/e isOs /olistic. lly, so

t/.t.'y'ecess. yco ectiveme.su ec.' bet. 0e' imme1i. telyB

89 6 io .66 ov.l0 co'se'tbyt/e NBFC,o t/e use o, subco't.cto s by

t/ e se vice6 ovile ,0 .llo 6. to,."' outsou cel . ctivityB
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89 co'tols ,0 m.i"t.i"i'"( co',ile'ti.lity o, 1.t. i cluli'( o, its
custome s, ."' 1 i' co 60 .ti' ( se vice 6 ovile 's li. bility i' t/e eve't o,

secu itybe.c/ ."1le.0.(eo, suc/ co',ile' ti.li' ,0 m. tio' B
819 co'ti' (e' cy6l.' stoe' su ebusi' essco' ti' uityB

8ii9 NBFC's i(/t to co' luct . ulits o' t/e se vice 6 ovile 5/et/e by its
i"te'.lo e7te'.l.ulitos, o by.(e'ts.660i tel to.cto' its be/.]|,
."1toobt.i' cobieso,.'y.ulito evie5 e6ots.'1,i"1i'(sm.Teo0
t/ e se vice 6 ovile ' co'ju' ctio' 5it/ t/e se vices 6e ,0 mel ,0 t/e

NBFCB

8/iii9 i(/to, RBIo 6e so's.ut/o isel byitto.ccesst/e NBFC's Tocume' ts,
ecols o, t.'s.ctio's, .'1 ot/e 'ecess. y i',0om.tio'" (ive' to,

sto el o 6 ocessel byt/ese vice6 ovile 5it/i' . e.so'.bletimeB

879 i(/to, RBItoc.use.' i' sbectio' tobem. 1e o, t/ e se vice 6 ovile o,
t/e NBFC ."' 1 its booOs .'1 .ccou't by o' e o mo e o, its o,,ice s,

emb6loyees 0 ot/e .ut/o isel 6e so' sB

&9 . te mi'.tio' cl.use.'1 mi'imum 6e iol1 ,0 e7ecuti' ( te mi'.tio', i,
leeme? ' ecess. yB

&i9 6 ovisio' t/.t co',ile'ti.lity o, customes i',o0m.tio' s/.Il be
m.i't.i' el eve' .,te t/eco't.cte/6ieso (etste mi'.telB '1

&ii9 6 ovisio' stoe'suet/.tt/ese vice 6 ovile 6 ese ves Tocume' ts."' 1
1.t. 0" .cco1."ce5it/ le(.1." 1 e(ul to yobli(.tio'so, t/e NBFC." 1

t. Oe suit. ble stebs to e'sue t/.t its i' te ests . e 6 otectel i' t/is

e(. 1 eve' 6ostte mi'.tio' o, t/ ese vices.

F-8 Monitoring and Control of Outsourced ( ctivities
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36.

A" NBFCs/.ll/.vei 6l.ce. m.'.(eme'tstuctuetomo'ito .'1 co't ol

its outsou cel . ctivities .' 1 s/.ll e suet/.toutsou ci' ( .( eeme' ts 5it/

its se vice 6 ovile co't.i' 6 ovisio' sto. 11 esst/es. me.

A" NBFC s/. Il m.i"t.i' . ce't.l eco1 o, .ll m.tei.l outsouci'( o,

J'.'ci.l se vices ,0 evie5 by its Bo. 1 .'1 Se'io - .'.(eme't. 4/e

eco 1s s/. 1l be
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32.

38.

33.

ubl.tel 6 ométly,."'1/.1, ye. ly evie5ss/.llbe6l cel be,oet/eBo. 10

RisO- .'.(eme't Committee.

Re(ul. .ulits,byeit/e t/ei'te'.l.ulitoso e7te'.l|.ulito so,." NBFC
s/. Il .ssess t/e .1equ.cy o, t/e isO m.'.(eme't 6 .ctices . 1o06tel |'
oveseei'( .'"1T m.".(i"( t/e outsouci'( . .'(eme't, t/e NBFCs

comé6li.' ce 5it/ its isOm.'.(eme't, .me500,."'1 t/e equi eme'ts o,

t/ ese Di ectio' s.

A" NBFC s/.1l, .t le.st o' .' .""u.l b.sis, evie5 t/e ,i"."ci.l ."1
o6e . tio' .| co' 1itio' o, t/ e se vice 6 ovile to .ssess its . bility to co' ti' ue

to meet its outsou ci' ( obli( . tio' s. Suc/ Tue 1ili( e' ce evie5s, 5/ic/ s/. |l

be b.sel o' .Il .v.il.ble i',0 m.tio' .bout t/e se vice 6 ovile, s/.ll
li(/li(/t .'y 1leteio.tio' o bec ' 6e,om.'ce st'1. 1s,
co' ,ile' ti.lity, ."1 secuity, .'1 i' o6e.tio'.l esilie'ce o busi'ess

co' ti' uity 6 e6. el' ess.

Ce t.i" sevices, viC, outsouci'( o, ¢.s/ m.'.(eme't, mi(/t i volve
eco' cili. tio' o, t.'s.ctio' betSee' .' NBFC,.' 1t/ ese vice6 ovile & its
subco' t .cto sQI' suc/ c.ses, t/e NBFC s/.ll e sue t/.t eco'cili.tio' o,
t.'s.ctio' s bet5ee' itsel,.' 1t/ e se vice 6 ovile & its subco't . cto s9is

c. ielouti' . timelym."''e.

F- Business Continuit1 and Management of isaster Recover1) lan

40.

A" NBFC s/. Il equi e its se vice 6 ovile to 1evelo6 .' 1 est. blis/ . obust
,.me500 ,0 Tocume'ti'(, m.i"t.i"i"(, ." 1 testi' ( busi' ess co' ti' uity
.'"1 ecovey 6 ocelues. 4/e NBFC s/.Il e sue t/.t t/e se vice 6 ovile
6e iolic. lly tests t/ e Busi' ess Co' ti' uity .' 1 Recovey )l." ."1 m.y .lIso

co' sile occ.sio' .| joi't testi' ( .'1 ecovey e7e cises 5it/ its se vice
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41.

42.

6 ovile .

I' est.blis/i'( . vi.ble co'ti'"(e'cy 6l.", ." NBFC s/.Il co'sile t/e
. v.il. bility o, . Ite ' . tive se vice 6 ovile s o t/e 6ossibility o, b i' (i'( t/e
outsou cel . ctivity b.cOi' -/ouse i’ .' eme (e'cy,."' 1 t/e costs, time, ."' 1

esou cest/.t5oull bei' volvel.

A' NBFCs/.lle' suet/.titsse vice 6 oviles. e.Dbletoisol tet/e NBFC's

i',om.tio', Tocume'ts, .'1 ecols, .'1T ot/e .ssets so t/.t i

. Tve se
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43.

co' litio's o te mi'.tio' o, t/e .( eeme't, .Il Tocume'ts, eco 1s o,
t.'s.ctio's."11i",0m.tio" (ive' tot/esevice6 ovile,.'1 .ssetso, t/e
NBFC, c.' be emovel, om t/ e 60ssessio’ o, t/ e se vice 6 ovile 8 o0 1e
to co' ti' ue its busi' ess obe .tio' sSBo 1leletel, 1est oyel o e'1e el

u' us. ble.

I' o1e to miti(.te t/e isO o, u' e76ectel te mi' . tio' o, t/ e outsou ci' (
.( eeme'to i'solve' cy o liquil. tio' o, its se vice 6 ovile ,.' NBFCs/. |l

et. i .66 06 i.televel 0, co't olove itsoutsouci' (. .'(eme't.lo'(
5it/ t/e i(/t to i"teve'e 5it/ .66 06 i.te me.su es to co'ti' ue its
busi' ess o6e . tio' s 5it/outi' cu i' ( 6 o/ ibitive e76e' ses.' 1 1is ubtio' i'

t/ e obe . tio' so, t/e NBFC.' 1 its se vices to t/ e custome s.

F-5 Termination

44,

I' t/eeve' to, te mi'.tio' o,." outsouci'( .( eeme't,o .'y e.so',t/is
s/ .1l be 6ublicise1 by t/e NBFC by 1is6l.yi'( .t. 6 omi'e't 6l.ce i' t/e
b.'c/, 6osti'( it o' t/e 5ebsite, .' 1 i',0 mi'( t/e custome s so .s to

e'suet/.tt/ecustome s10'otco' ti' uetole.l5it/ t/ e se vice 6 ovile .

6 -/ pecific Outsourcing ( rrangements

6 -3 Outsourcing wit0in a 6 roup / Conglomerate

45.

I' . (oub stuctue, ." NBFC m.y /.ve b.c0-o,ice .'1 sevice
'(eme'ts o .( eeme'ts 5it/ ( ou6b e'tities suc/ .s s/. i'( o,
6 emises, le(.| .'1 ot/e 6 o,essio' .| sevices, /. 15. e .'1 so,t5. e
.66lic.tio's .'1 ce't.liCe1 b.cO- o,,ice ,u' ctio' sB outsou ci' ( ce t. '
J'."ci.|l sevices to ot/e ( oub e'tities. Be,oe e'tei' ( i'to suc/
.'(eme' ts 5it/ ( oub e'tities,." NBFCs/.Il /.ve . 60licy .66 ovel by

t/e Bo. 1 o . Committee o, t/e Bo. 1.'1 .Iso Se vice ; evel A( eeme' ts
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46.

42.

&; As95 it/ its ( oub e’ tities, 5/ic/ s/.ll .Iso cove T1em. c.tio' o, s/. i'(

esou ces, e.(., 6 emises,.' 1 6e so' "' el.

I' suc/ . .'"(eme'ts,." NBFCs/.Ili',0 mt/e custome s s6eci,ic. lly . bout
t/ecom6.'y5/ic/ is.ctu.llyo,,ei' ( t/e6 oluct/se vice,5/e eve t/ee

. emultiele ( oub €' titiesi' volvel,0 .'yc ossselli' ( obse ve1.

E/ilee'tei' (i"tosuc/ . .'(eme'ts,.' NBFCs/.lle'suet/.tt/eseA
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89 . .66 06 i. tely Tocume' te1i' 5 itte' .( eeme' ts 5it/ 1et.ils li0e
scobe o0, sevices, ¢/. (es ,0 t/e sevices ."1T m.i"t.i"i(

co' ,ile' ti. lity o, t/ e custome K1.t. B

8i9 10 "otle.1to."y co',usio' tot/e custome s o' 5/ose 6 olucts /
sevicest/ey. e.v.ili' ( bycle. 6/ysic.| Tem. c.tio' o, t/e s6. ce
5/e e t/e . ctivities o, t/e NBFC .' 1 t/ose o, its ( oub e' tities . e

u' 1e t. Oe' B

8ii9 10' ot com6 omise t/ e. bilityo, t/ e NBFCtoile' tiy.' Tm."'.(e isO

o' . st.'1-.10" eb. sisB

8v9 10' ot 6 eve' tRBI, ombei' ( . bletoobt.i'" i',0 m.tio' equiel,0
t/ e sube visio' o, t/e NBFC o 6et.i'i'"( tot/e( oub .s. 5/0leB
1

89 i'cobo .te. cl.use u'1e t/e 5 itte' .( eeme'ts t/.tt/eeis.
cle. obli(.tio' ,0 .'y sevice 6 ovile to com6ly 5it/ 1i ectio's

(ive' byRBI i' el tio' tot/e. ctivities o, t/ e NBFC.

48. A" NBFC s/.ll e sue t/.tits.bility to c. y outits obe .tio'si'" . sou'1
,.s/io" 5Soull 'ot be ., ectel, i, 6 emises o ot/e se vices &uc/ .s 14
systems .'1 su66ot st.,,9 6 ovilel by t/e ( ou6 e'tities become

u'.v.il ble.

43, 1I,t/e6 emiseso,.' NBFC. es/. el 5it/ t/e( oub e' tities,0 t/e6u 60se
o, coss-selli' (, /e NBFC s/.1l t.0e me.sues to e'suet/.tt/e e'tityb
i1e' ti,ic. tio" is 1isti' ctly visible ." 1 cle. to t/e custome s. 4/ e m. Oeti' (
b oc/u e usel by t/e ( oub e'tity.'1 ve b.l commu' ic. tio' by its st.,, /
.(e'ti" t/e NBFC's 6 emises s/.ll me' tio' '.tueo,. .'(eme'to, t/e
e' tity 5it/ t/e NBFC so t/.t t/e custome s . ecle. o' t/eselle o, t/e
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6 oluct.

50. A' NBFCs/.Il "ot 6ublis/ ."y.1ve tiseme'to e'te i'to.'y.( eeme't
st.ti'( o su((esti'( o (ivi'( t.cit im6 essio'" t/.titisi'" .'y 5.y

es60' sible,o t/ e obli(.tio' s o, its( oub e' tities.

51. 4/e isOm.'.(eme't6 .ctices to be.106tel by.' NBFC5/ile outsou ci' (
to. eltel 6. ty 8.e, 6. ty 5it/i' t/e ( oub / co' (lome .te9s/.Il be

ile' tic.Itot/ose,0 . '0' - el tel 6. ty.
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6 -2 OffsOore outsourcing

52.

53.

[' 6i'cible, outsouci'( . .'"(eme'tss/.ll o' lybeeteelito5it/

6. ties o6e .ti' ( i' ju islictio' st/.tu6/ol1 co' ,ile' ti.lity.( eeme'ts.' 1

cl. uses.

E/ilee' (.(i"( 5it/ se vice6 ovile &9i' . ,0 ei(' cou'ty,." NBFCs/.IIA

89

8i9

8ii9

8vo

89

819

closely mo' ito (ove ' me't 6olicies o, t/e ju islictio' i 5/ic/ t/e
se vice 6 ovile is b.se1l .'1 6olitic.l, soci.l, eco' omic, .' 1 le(.]

co' litio' s, bot/ 1Tui'( t/e isO.ssessme't.' 1 0" . co'ti' uous b. sis,
.'"1 est.blis/ sou'1 6 ocelues ,0 Te.li'( 5it/ cou'ty isO. 4/is

i'clules/.vi'( .66 o6 i.teco' ti'(e' cy.'1e7itst.te(iesB
cle. lyséeci,yt/e(ove'i'( Il.50,t/eoutsouci'(. .'(eme'tB

e'suet/.tt/e.v.il bility o, eco 1sto t/e NBFC.'1 RBI 5ill ' ot be
.,ectel eve' i' t/e c.se o, liquil.tio' o, t/e se vice 6 ovile o

0,,5/ 0 e custoli.' B

e' su e. ctivities outsou cel outsileI' 1i. . eco' lucteli' . m.''e so
.s'otto/i'1e e, 0 ts to sube vise 0 eco' st uct t/ e . ctivities o, t/ e
NBFCi' . timelym.''e B

e'suet/.t, 5/eet/eo,s/oesevice 6 ovile is. e(ul tel e'tity,

t/e elev.'"to,,s/oe e(ul.to 5ill 'eit/e obstuctt/e. .'(eme't
' 0 objecttot/eRBI'si' sbectio's, o visitso, NBFC'si'te'.lo e7te'.|

.ulito sB

e'suet/.tt/e e(ul.toy.ut/oity o, t/e o,,s/0 e loc. tio' 1oes ' ot
/.ve.ccesstot/el.t. el ti'( toI' 1i.' obe .tio's o, t/ e NBFC simély

o' t/e( ou' 1t/.tt/e6 ocessi' (isbei' ( u' 1e t.0e' t/e eB
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8ii9 e'suet/.tt/ejuislictio’ o, t/ecoutsi' t/eo,s/oeloctio’ 5/ee
1.t. ism.i'"t.i'"el 1oes 'ot e7te' 1 to t/ e obe .tio' s o, t/ e NBFC i'
I'1i. o' t/este'(t/ o, t/e,.ctt/.tt/e1.t. isbei'( 6 ocessel t/e e

eve' t/ou(/ t/e.ctu.lt.'s.ctio's. eu' 1et.0e' i' I'1i.B. ' 1

iii9e'suet/.t.lloi(i'.l eco 1sco' ti' uetobem.i' t.i"eli' I 1i..
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H- Redressal of 6 rievances related to Outsourced / ervices

54.

55.

56.

52.

Outsouci'(. .'(eme'tse'teeli'toby.' NBFCs/.Il'ot.,,ectt/e i(/ts
o, its custome s . (.i' st t/ e NBFC, i' clu1i' ( t/e . bility o, t/ e custome s to

obt.i' el ess.|.s.66lic.bleu' 1e elev.'tl. 5s.

[' c.ses5/e ecustomes. e equieltole. |l5it/ . sevice 6 ovile i' t/e
6 ocess o, le.li' ( 5it/ ." NBFC,t/e NBFCs/.Ili'co 60 .te. cl.usei' t/e
co esbo' 1i'"( 6 oluctlite.tue.'1 boc/ues,st.ti'( t/.tse viceso, t/e
se vice 6 ovile , i' cluli' ( i'" s.les,.' 1 m. Oeti' ( o, t/e 6 olucts, m.y be

usel.4/e oleo, t/ese vice6 ovile m.ybei' Tic.teli' b 0.1 te ms.

A' NBFCs/.Il/.ve. obust( iev.'ce el ess.Imec/.'ismt/.ts/.Il'otbe
com6 omiseli' .'ym.'"'e 0' .ccou' to, outsou ci' (,i.e.,, es6o' sibility,o
el ess. | o, custome s’ ( iev.' ces el.tel to outsou cel se vices s/. Il est
5it/ /e NBFC.I' c.seo, mico,i'.'celo."s,. lecl. .tio" t/.t, 89t/ e NBFC
s/. 1l be .ccou' t.ble ,0 i'.66 06 i.te be/.viou o, t/e emé6loyees o, t/e
se vice 6 ovile .'1 8i9s/.1l 6 ovile timely ( iev.' ce el ess.l, s/.Il be
m.lei' t/elo.’" .( eeme't,."1 F.i ) .ctices Cole &) C91is6l.yel i' its

0,,ice,b .' c/ 6 emises.' 1 its 5 ebsite.
I' . 11itio' tot/e. bove,

819." NBFC s/. Il co' stitute G iev.' ce Rel ess.| - .c/i"ey i'" .cco1.'ce

5it/ t/e 6 ovisio's o, Reseve B.'0 o, I'1i. &No'-B.'0i"( _Fi'."'ci.l|

Com6. ' ies DRes60' sible Busi' ess Co' 1uct9Di ectio' s, 2025B

&9.tt/eobe . tio' .llevel,." NBFCs/.Il1is6l.yt/e'.me."1co't.ctlet.ils
8lele6/0' e/ - obile Nos..s.Isoem.il. 11 ess9o, t/e G iev. ' ce Rel ess. |
O,,ice 6 omi'e'tly.titsb.'c/es/6l.ces5/e ebusi'essist.'s.ctel.

4/ e 1esi(' .tel1 o,,ice s/.lle'suet/.t(e' ui' e( iev.'ces o, custome s
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. e el essel 6 omb6tly 5it/ outi' volvi' ( 1el.y.Its/. Il becle. lyi' Tic. te1
t/.t NBFC's G iev.' ce Rel ess.| - .c/i"ey 5ill .Iso 1e.| 5it/ t/e issue

el. ti' ( to se vices 6 ovilel by t/ e outsou cel.(e' cyB



&89."' NBFCs/.Il(ive. time limit o, 30 1.ys to t/ e custome s,0 6 e,e i (
t/ei combl.i'tso ( iev.'ces.4/e ( iev.'ce el ess.| 6 ocelueo, t/e
NBFC.'1 t/e time, . me ,i7e1 ,0 es60' 1i'( tot/e combl. i' tss/. Il be

6l. ce1 o' t/ e NBFCE 5 ebsiteB. ' 1

&819i, . comé6l.i' tis ejectel 5/0llyo 6. tlyby." NBFC.'1t/ecomé6l.i'.'t
is ' ot s. tis,ie1 5it/ t/e eblyo 1oes'ot(et.'y ebly 5it/i' 30 1.ys,
.,te t/e NBFC eceivel t/e comé6l.i't, t/e com6l.i"."t s/.Il /.ve t/e

,ollo5i' ( o6tio's,0 el ess.lo, t/ei ( iev.' ce&A

89 t/e RBI's Ombulsm.' i' c.se o, NBFCs to 5/ic/ RBIs I' te( . teT
Ombulsm.' Sc/ eme, 2021 . 66lies, o

8i9Co' sume Eluc.tio' .' 1) otectio' Cell &£E) C90, esbective Re(io'. |
O,,ice o, RBI i' c.se o, NBFCs to 5/ic/ RBIsI' te( .te1 Ombulsm.'
Sc/ eme, 2021 10es ' ot . 66ly.
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COapter I7 — Outsourcing of Information TecOnolog1 (IT) / ervices
( - efinitions
58. I' t/isC/.6te ,u' lesst/eco' te7tot/e S5ise equi es,t/ete ms/e ei' s/. |l

be. t/eme.'i'(s.ssi('eltot/embelo5A
819 ‘IT services' me. ' sl4 se vices/ 14 e' . ble1 se vices /14 . ctivities.
&9 ‘Material Outsourcing of IT / ervices’'. et/ ose5/ic/ A

89 i, 1lisubtel o com6 omisel s/.Il /.ve t/e 6ote'ti.l to

si( " i,ic. " tly im6. ct t/ e NBFC's busi' ess o6e . tio' sBo

89 m.y/.vem.tei.lim6.cto' t/e NBFC's custome si' t/eeve't

o, y u'.ut/oisel .ccess, loss, o t/et o, custome

i' ,om.tio'B
&89 'l ervice ) rovider me.' s 6 ovile o, I4 se vicesi' cluli' ( e' tities el. te1

tot/e NBFC, o0 t/ose5/ic/ belo' ( tot/es.me( oub o co' (lome .te

to5/ic/ t/ e NBFC belo' ( s.

Provided that ,0 t/ e 6u 60se o, t/is C/. 6te ,t/e,ollo5i' ( i' 1ic. tive &ut
"ot e7/.ustive9list o, ve' 1o0s .' 1 e' tities s/. Il ' ot be co' sile el .s

‘Se vice) ovile s'.s 1e,i' el . boveA
89ve' 10 s 6 ovili' ( busi' ess se vices usi' ( 14 &.( ., BCs);

8i9).yme' t System O6e .to s §S0s9 .ut/oisel by RBI u' 1e t/e
).yme't .'1 Settleme't Systems Act, 2002 ,0 setti'( u6 .'1

o6e . ti' ( ).yme' tSystemsi' I' 1i. B

8ii96. t' e s/i6 b.sel Fi' 4ec/ ,i ms suc/ .st/ose 6 ovili' ( co-b .' Te1
.66lic. tio's, 6 olucts, .'1 se vices &oull be co'sile el u' 1e

outsou ci' ( o, ,i'." ci.lse vicesi' C/.6te IIIB
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8vOFi' 4ec/ ,i ms 6 ovili' ( se vices,o 1.t. etiev.l,."11.t. v.lil.tio'
.1 veiic. tio' suc/ .s, ,i'.'ci. | st.teme't .. lysis, GS4 etu's
.. lysis, etc/i' (o, ve/iclei' ,0 m. tio', Ti(it. | Tocume' t e7ecutio',

1.t. e'ty."1c llce't ese vicesB
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8/9telecom se vice 6 ovile s, om 5/om le.sel li'es o ot/e simil.
0i"1o0,i,.stuctue. e.v.ilel."1 usel ,o t.'smissio' o, 1.t.B
S

&i9secu ity o .ulit co' sult.' ts . 660i' te1 ,0 ce ti,ic. tio', . ulito VA/
)4 el.tel tol4di', ., 14 se vices, 0 I',0o m.tio' Secu ity se vices i’
t/ei ole .s i'"1e6e' 1e't t/i1-6. ty .ulito, co'sult.'t, le.1

im6leme' te .

Explanation: I' c.se.' 14 se viceis 6 ovilel by.' REto.' NBFC8s
. 66lic. ble to t/ e scobe o, Di ectio' su' 1e t/is C/.6te 9 eve' t/e RE
coull be co'sile el .s . se vice 6 ovile o, t/e NBFC, u' 1e t/is

C/ . bte .

319 ‘I ub-contractor e,e stot/ose 6 ovili' ( m.tei.l/si('i,ic.' tI4 se vices
to t/e se vice 6 ovile .'1 is sbeci,ic to t/e m.tei.l / si('i,ic.'t 14
sevicess. .'(eme'tt/.tt/e NBFC/.s e'teel i'"to 5it/ t/e se vice

6 ovile .

B- ( utOorisation, ( ccountabilit1, and Oversig0t

53.

I' .11itio' to.1/ei' ( tot/e equi eme' tsstibul. te1 i' sub6. .( .6/s 89to
890,6. .( .6/ 180, t/eseDiectio's,.' NBFCs/.lle'suet/.tt/ese vice
6 ovile, i, "ot. ( oub com6."'y, s/.Il "ot be o5'"el o co'tollel by.'y
liecto, o Oey m.'.(ei.l 6eso''el, o .66 ove o, t/e outsou ci' (

."(eme't o, t/e NBFC, o t/ei el tives. 4/e te ms ‘co' t ol', “1i ecto ’,
‘Oey m.'.(ei.l 6eso""el,."1 "el. tive"s/.lIl /.ve t/e s.me me."i'( .s
.ssi("el u' 1e t/e Com6.'ies Act, 2013 ."' 1 t/e Rules, . mel t/e eu' 1e

, om time to time.

Provided that .' e7ce6tio’' to t/e.bove equi eme'tm.ybem.1e5it/ t/e
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60.

.66 ov.l 0, Bo. 1 o . Committee o, t/e Bo. 1, ,ollo5e1 by .66 06 i.te

lisclosu e, ove si(/t.'1mo'itoi' ( o, suc/ . .'(eme'ts.

A" NBFC s/.ll ev.lu.te t/e ' eel ,0 outsou ci' ( o, I4 se vices b.sel 0
com6 e/ e' sive .ssessme't o, .tte' 1.'t be' e,its, isOs, ." 1 .v.il. bility o,
comme' su .te 6 ocessestom.'.(et/ose isOs. Fo t/is 6u 6ose, t/ e NBFC

s/ . |l, inter alia, co' sile t/e,ollo5i' (A

89 t/e'eel,o outsou ci'( b.sel o' m.te i lity/c itic. lity o, . ctivity to be

outsou ce1B
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8i9 e76ect. tio' s.' 1 outcomes, om outsou ci' ( B
8ii9 success,.cto s.' 1 cost-be' e,it." . lysisB. "1
8v9 t/ emolel,o outsou ci' (.

61. A" NBFCs/.lle'suet/.tcybe i'cile'ts. e e6o tel to it by t/ e se vice
6 ovile 5it/outu’ Tue lel.y,sot/.t." i' cile' tis e6o tel by t/ e NBFC to
t/e RBI5it/i' si7/ou s o, Tetectio' byt/ese vice6 ovile .

C- 6 overnance Framework

C-3 Outsourcing ) olic1

62. A" NBFC i'te' 1i' ( to outsou ce .'y o, its 14 se vices s/. Il 6ut i' 6l. ce .

com6 e/ e' sive Bo. 1.66 ovel 14 outsou ci' ( 60olicyi' co 60 . ti' (, inter alia,

t/ e,ollo5i' (A

89 t/e oles.'1 es60' sibilities o, t/ e Bo. 1, Committees o, t/e Bo. 1 §,

'y9.'1 Se'io - .'.(eme't, 14 ,uU'ctio', busi'ess ,u'ctio', .'1
ovesi(/t ."1 .ssu.'ce ,u'ctio's i' esbect o, outsouci'( o, 14
se vicesB

8i9 citei. ,0 selectio' o, suc/ se vices.' 1 se vice 6 ovile sB

8ii9 6. .metes ,0 1e,i'i'( m.tei.l outsouci'( b.sel o' t/e bo.1

citei. 1e,i'eli" 6. .( .6/ 58890, t/ ese Di ectio' sB
8v9 1ele(.tio' o,.ut/o ity 1e6e' 1i' ( o' isO.' 1 m. te i. lityB
89 1is.ste ecovey.'1 busi'essco'ti' uity6l.'sB
&i9 systemstomo'ito .'1 evie5 t/ e ob6e .tio' so, t/ ese se vicesB.' 1

8/ii9 te mi' . tio' 6 ocesses.' 1 e7it st . te(ies, i' cluli' ( busi' ess co' ti' uity

i' t/eeve' to,. se viceb ovile e7iti' ( t/eoutsouci' (. .'(eme't.
C-2 Role of / enior Management
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63. 4/eSe'io - .'.(eme'to,."' NBFCs/. |l inter alia, be es6o' sible,o A
89 ,o0 mul. ti' ( 14 outsou ci' ( 60licies.' 1 6 ocelu es, ev. lu. ti' ( t/e isOs
ST mateillity o, LIl eZisti'( .'1 6 osbective I4 outsou ci' (
.'(eme'ts b.sel o' t/e ,.me500 comme'su.te 5it/ t/e

comé6le7ity, ' .tu e .' 1 scobe, i'
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8i9

8ii9

8v9

89

819

8/ii9

64. 4/e

li"e5it/ t/ee' te 6 ise-5i1e isOm.'.(eme'to, t/ e NBFC. 66 ovel by

t/eBo. 1.'1itsim6leme't.tio' B

6 io ev.lu. tio' o, 6 osbective 14 outsouci'( . .'(eme'ts .'1

6e iolic ev. lu. tio' o, t/e e7isti' ( outsou ci' ( . .'(eme'ts cove i (

t/e 6e,0om.'ce evie5, citic.lity ."'1 .ssoci.tel isOs o, .Il suc/
.'(eme' tsb.sel o' t/e6olicy.66 ovel byt/eBo. 1B

i1e' ti,yi' ( I4 outsou ci' ( isOs .s t/ey . ise, mo'ito i' (, miti(.ti" (,

m.'.(i"(."1 eboti'( o, suc/ isOstot/eBo. 1 o . Committee o,

t/eBo. 1i" . timelym.''e B

e'sui' ( t/.t suit. ble busi' ess co' ti' uity 6l.' s b.se1 o' e.listic."'1

6 ob. ble 1is u6btive sce' . ios, i' cluli' ( e7ito, .'y se vice 6 ovile,. e

i' 6l.ce."'1testel 6e iolic. llyB

e'sui'"( 89 e, ective ovesi(/t ove t/e sevice 6 ovile 8'1 its

subco' t . cto s9,0 1.t. co',ile'ti.lity."' 1 &9.66 06 i.te el ess.| o,

custome ( iev.'cesi' . timelym.''e B

esui'( .' i"1ebe'1e't evie5 .'1 .ulit o' . 6eiolic b.sis ,o0

comé6li. ' ce 5it/ t/e le(isl. tio's, e(ul. tio's, Bo. 1-.66 ovel 6olicy,

"1 6e,om.'"cest."1. 1s, .'"1 eboti'( t/e s.me to Bo. 1 o

Committee o, t/eBo. 1B.'1

ce.ti'( esse'ti.l c.6.city 5it/ equi el sOillsets 5it/i' t/e NBFC ,o0

6 o6be ove si(/to, outsou cel se vices.

C-8 Role of IT Function

es60' sibilities o, t/ e I4 Fu' ctio' o, .' NBFCs/. |, inter alia, i' clul1eA

819.ssisti' ( t/e Se'io - .'.(eme't i' ile'tiyi'(, me.sui (,
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mo' ito i' (, miti(.ti"( ."Tm.".(i'( t/elevel o, I4 outsou ci' ( isO

i' t/ e NBFCB
&9%'sui'(t/.t. ce't.l1.t.b.seo, .llI4doutsouci'(. .'(eme'ts
is m.i't.i'el ."1 is .ccessible ,0 evie5 by Bo. 1, Se'io

-.".(eme't .ulitos,."' 1sube viso sB
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&9e,,ectively mo' ito i' ( .' 1 sube visi' ( t/ e outsou cel I4 . ctivity to
e'suet/.tt/e sevice 6 ovile meets t/el.i1 105' 6e ,0m.' ce
st."1. 1s ."1 6 oviles U'i' te ubtel se vices, e6oti'( to t/e
Se'io -.'.(eme't co- oli'.ti'( 6eiolic Tue 1ili(e' ce, ."1

Ji(/li(/ti" ( co' ce's,i,."yB."1

g96utti' ( i' 6l.ce ' ecess. y Tocume' t.tio' equi el ,o co't.ctu.l
.( eeme'ts i' cluli' ( se vice level m."'.(eme't, mo'itoi'( o,
ve' 10 ob6e .tio's, Oey isOi' lic.tos,."' 1 cl.ssi,yi'( t/eve' 1T0os.s

6e t/elete mi' el isO.

- Risk Management

-3 Risk Management Framework

65. A' NBFC s/.ll 6ut i' 6l.ce . isO m.'.(eme't ,.me500 t/.t
com6 e/ e'sively 1le.Is 5it/ t/e 6 ocesses .'1 es6o' sibilities ,o0
iTe' ti,ic. tio' , me. su eme' t, miti(.tio', m.'.(eme't,." 1 e6o ti' ( o, isOs

. ssoci. te1 5it/ suc/ 14 outsou ci' (. .'(eme'ts.

66. A" NBFC s/. Il suit. bly Tocume't isO . ssessme' ts 5it/ ' ecess. y .66 ov.ls
i' li'eb5it/ t/e oles.'1 es60' sibilities o, t/e Bo. 1 o, Di ecto s, Se' io
-.'".(eme't, ."TI4Fu' ctio' ."1 subjectt/es.metoi'te'.l."1e7te".|
qu. lity .ssu .'ce o' . 6e iolic b.sis.s 1ete mi' e1 by t/e Bo. 1-.66 ovel

6olicy.

62. A" NBFC s/. Il e, ectively . ssess t/ e im6. ct 0, co' ce't.tio' isO 6osel by
multi6le outsou ci'( . .'(eme'ts to t/e s. me se vice 6 ovile .'1 t/e
co' ce' t.tio' isO 6osel by outsou ci' ( citic.l o m.tei.l ,u'ctio's to .

limite1 ' umbe o, se vice 6 ovile s.

-2 Confidentialit1 and / ecurit1 of Information
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68. A" NBFCs/.Il be es6o' sible,o t/eco',ile'ti.lity."1i te( ityo, 1.t. ."1
i' om.tio' 6et.i'i'( to its customes t/.t . e .v.il.ble to t/e se vice

6 ovile .

63. I' t/is e(. 1,."' NBFCs/.Il.1/e eto 1i ectio'sst.teli'" 6. .( .6/ 23to
6. .( .6/ 260, t/eseDiectio's."'1.11itio" . llye'su et/.tA
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20.

89 .ccessbysevice6ovilesto1.t. .tt/eNBFC,0 its1.t. ce'tes/.ll
be o' “eelto0 0o5'b.sis,5it/ .66 06 i.te co't olsto 6 eve' tsecu ity

beceso 1.t misuseB

8i9 i' t/eeve' to, multible se vice 6 ovile el.tio's/i6s5/e et500 mo e
se vice 6 ovile s coll. bo . teto Telive .' e' 1-to-e' 1 solutio' , t/ e NBFC
em.i's es6o'sible ,o u'1est.'1i"( ."1 mo'itoi'( t/e co't ol
e'vio'me't o, .Il sevice 6 oviles t/.t /.ve .ccess to its 1.t.,

systems, eco 1s,0 esou cesB

8ii9 itimme1i. tely' oti,iesRBIi' t/eeve'to, be.c/ o,secuity.'1le.0.(e
0, cO' ,ile' ti. | custome - el. te1 i' ,0 m. tio' . I' t/ese eve' tu. lities, t/ e
NBFCs/.ll.1/e etot/ee7t.' ti' st uctio' sissuel by RBI, om time to

timeo' I' cile' tRes6o' se.' 1 Recovey- .'.(eme't.

Eit/ e(. 1 to equieme't t/.t t/e 1.t. s/oull 'ot be combi'el o
comi' (le1, .s stieul.te1 i' 6. .( .6/ 26, it 50ull su,,ice i, t/e e is cle.

se6. .tio' .'1 isol. tio' o, 1.t. &BFC, ." 1 its custome sé6eci,ic 1.t. ."'1
i',om.tio'9toe'suet/.to' lyt/ebeso 'el.s.ut/o isel by t/e NBFC is
.ble to .ccess 1.t. t/.t belo' (s to t/em i . multi-te'."te'vio'me't/

. ¢/ itectu e.

E- Outsourcing ) rocess

E-3 / ervice ) rovider Evaluation

21.

4/e 1liectio's e(. 1i'"( sevice 6 ovile ev.lu.tio' .s .66lic. ble to
outsou ci' ( o, ,i'."'ci.lsevicesco' t.i'eli" 6. .( .6/ 23to6. .( .6/ 31
s/ . Il . 66ly, mutatis mutandis, to outsou ci' ( o, 14 se vices, 5it/ t/ e ,ollo5i' (
. 11itio' . I co' sile . tio' sA

89 tec/'olo(y, i', .stuctu .l st.bility, 1.t. b.cOu6 . .'(eme'ts, ."1
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1is. ste ecove y6l.' B
8i9 co' licto,i'te est,i,.'yB

8ii9 c. 6. bilitytoile' ti,y,."' 1se( e(.teNBFCs1.t. B
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8v9 c. 6. bility to comély 5it/ t/e e(ul.toy."'1 le(.| equi eme'ts o, t/e

outsouci' (. .'(eme'tB
89 i',0 m.tio' /cybe secu ity isO.ssessme' tB

89 e'sui'( t/.t .6606i.te co'tols, .ssu.'ce equieme'ts .'1
6ossible co't.ctu.l . .'(eme'ts . e i' 6l.ce to e sue 1.t
6 otectio' .'1 NBFC's .ccesstot/e 1.t. 5/ic/ is 6 ocessel, m."'. (eT

o sto el byt/ese vice6 ovile B

&ii9 . bility to e, ectively se vice .Il t/e customes 5/ile m.i' t.i i (
co' ,ile' ti. lity, esbeci.lly 5/e e . sevice 6 ovile /.s e76osu e to

multi6le e' titiesB. ' 1

&/ii9 . bility to e',o0ce .( eeme'ts .'1 t/e i(/ts .v.il.ble t/eeu' 1e
i' cluli' ( t/ose el. ti' ( to.sbectssuc/ .s1.t. sto.(e, 1.t. 6 otectio',
.1 co'ite' ti. lity.
22. A" NBFC s/oull .106t . isO-b.sel .66 o.c/ i' co' lucti'( suc/ Tue
1ili( ' ce. ctivities.
E-2 Outsourcing ( greement

23. A" NBFCs/.lle'suet/.tits i(/ts.' 1 obli(.tio's."1t/oseo, e.c/ se vice

6 ovile . e cle. ly 1ei"el ."1 set out i' . le(.lly bi'1i"( 5 itte'
.( eeme't, i'" li'e 5it/ t/e 6 ovisio' s s6eci,iel i' 6. .( .6/ 33 o, t/ese
Di ectio's. I' 6 i' ci6le, t/e 6 ovisio's o, t/e .( eeme'ts/.Il .66 06 i. tely

ecOo' t/e c itic. lity o, t/ e outsou ce1 t. sO to t/ e busi' ess o, t/ e NBFC, t/ e

.ssoci.te1l isOs.' 1t/est.te(ies,o miti(.ti'( o m.".(i' ( t/em.

24, I' .11itio" to t/e equi eme'ts s6eciiel i' sub6. .( .6/s 89to &ii9 o,
6. .( .6/ 34,." NBFCs/.Il.Isoi' clule .t mi'imum 8s . 66lic. ble to t/ e

scobe o, Di ectio' si' t/is C/.6te 9t/ e ,ollo5i' ( .sbectsi' .'y.( eeme't
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,0 outsou ci' ( o, 14 se vicesA

89 6 ovisio' s cove i' ( se vice 6 ovile 's subco' t .cto s 5it/ esbect to
sevice.'16e,om.'cest.'"1. 1s Bub6. .( .6/ 890, 6. .( .6/
34 .'1 NBFCs i(/t to co' luct .ulits Kub6. .( .6/ &ii9 o,
6. .( .6/ 34IB
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8i9

8ii9

8v9

89

819

8/ii9

&iii9

879

&9

&i9

.ccessbyt/eNBFCto.Il1.t., boo0Os, eco 1s,i',0 m.tio' lo(s,.le ts
.'" 1 busi' ess 6 emises elev.'t to t/ e outsou cel se vice, . V. il. ble

5it/ t/ ese vice6 ovile B

tybe o, m.tei.l.1ve seeve' ts&.(., 1.t. be.c/es, 1e"i. |0, se vice,
." 1 sevice u'.v.il bility, elev.'ttot/e outsou cel se vice9.'1t/e
i' cile' ts equi el to be e60 tel to t/ e NBFC to e' . ble t/ e NBFC to
t. 0e 6 om6t isO miti(.tio' me.sues, .'1 e su e combli.' ce 5it/

st.tutoy.'1 e(ul.toy(uileli' esB

comébli. ' ce 5it/ t/e 6 ovisio' s o, I' ,0 m. tio' 4ec/' olo(y Act, 2000,
."1Tot/e .66lic.blele(.] equieme'ts.'1st."1. 1sto 6 otectt/e

custome 1.t.B

t/ e 1elive . bles i' cluli' ( S;As ,o m.lisi'"( 6e ,om.'ce citei. to

me. su et/equ. lity."' 1 qu.' tity o, se vice levelsB

sto.(eo, 1.t. o'lyi" I' 1i. 8s.66lic. ble9.s 6e e7t.'t e(ul.toy

equi eme' tsB

cl.uses equii'( t/e sevice 6 ovile to 6 ovile Tet.ils o, 1.t.
8el.te1 to t/e NBFC .' 1 its custome s9c. 6tu e1, 6 ocessel, .'1

sto e1B

tybes o, 1.t. / i',om.tio'" t/.t t/e sevice 6 ovile &e' 109 is

6e mittel tos/. e5it/ NBFC'scustome .'1/0 .'yot/e 6. tyB

t/ e esolutio' 6 ocess, eve' ts o, 1e,. ult, i' Tem' ities, emelies, ."' 1

ecou se. V. il. bletot/ e esbective 6. tiesB
co' ti' (e' cy6l.' &9%toe' su etesti' ( equi eme' tsB
i(/t to see0i',o m.tio' , om t/e se vice 6 ovile .boutt/e t/i1

60



6. ties 8 t/esubblyc/.i"9' (.(elbyt/e,omeB

&ii9 i(/to, RBIo 6e so' &9. ut/o isel by itto 6e ,0 mi' sbectio' o, t/e
se vice 6 ovile .'1.'yo, itssub-co't.ctos."'1.ccesst/eNBFCs
I4 i, .st uctu e, . 66lic. tio' s, 1.t., Tocume'ts,.' 1 ot/e 'ecess. y
i' , 0o m.tio' (ive' to, sto el o 6 ocessel by t/e se vice 6 ovile

U1 its
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sub-co't.ctos, i' el.tio' .'1 .s .66lic. ble to t/e scobe o, t/e

outsouci'(. .'(eme'tB

&iii9 cl.uses m.0i' ( t/e sevice 6 ovile co't.ctu.lly li.ble ,0 t/e

6e,om.'ce.'"1 isOm.'.(eme't6 .cticeso, its subco' t . cto sB

&iv9  obli( . tio' o, t/ e se vice 6 ovile to com6ly 5it/ 1i ectio' s issuel by
t/e RBIi' el tio' to t/ e se vices outsou cel to t/ e se vice 6 ovile,
t/ ou(/ s6eciic co't.ctu.l te ms .'1 co' 1itio' s s6eci,iel by t/e

NBFCB

&v9 temi'.tio' i(/tso, t/eNBFC, i cluli'( t/e.bilitytoo 1elyt.'s,e
t/e 6 o6osel outsou ci' (. .'(eme'tto.' ot/e se vice 6 ovile, |,

'ecess. yo Tlesi.bleB

&vi9 obli(.tio' o, t/e se vice 6 ovile to co-o6e .te 5it/ t/e elev.'t

.ut/o itiesi' c.seo, i' solve' cyo esolutio' o, t/ e NBFCB

&vii9 6 ovisio' toco' sile sOille1 esou ces o, se vice6 ovile 5/06 ovile
Cco ese vices.s'‘esse' ti. | 6e so' 'el'sot/.t. limitel ' umbe o, st.,,
5it/ b.cO-u6. .'(eme'ts'ecess. ytoobe .tecitic.l,u' ctio'sc.'

5000'-siteTui' ( e7i(e' cies 8 cluli' ( 6."' 1Temic situ. tio' sB

&Vviii9 cl. use equi i' ( suit. ble b. cO-to-b.cO. .'(eme'ts bet5ee' se vice

6 oviles.'1t/eOQOE- sB.'1

&i79 «cluse equii'( 'o'-lisclosue .( eeme't 5it/ esbect to

i' ,0om.tio' et.i' el byt/ese vice6 ovile .
E-8 Monitoring and Control of Outsourced ( ctivities
25. A" NBFCs/.ll/.vei 6l.ce. m.'.(eme'tstuctuetomo'ito .'1 co't ol

its outsou cel1 se vices. 4/is s/. Il i' clule 8s . 66lic. ble to t/e scobe o,
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26.

Di ectio' si' t/is C/.6te 9 but' ot be limite1 to, mo' ito i' ( t/e6e ,0 m."' ce,
ubtime o, t/ e systems .' 1 esou ces, se vice . v.Iil. bility, . 1/e e' ce to S; A

equi eme' ts,."' 1i' cile't es60' se mec/." ism.

A' NBFCs/.llco' Tuct e(ul. .ulits8s.66lic. ble to t/ e sco6e o, Di ectio' s

i' t/is C/.6te 9 o, sevice 6 oviles 8 cluli'( sub-co't.ctos9 5it/

e(. Ttot/e
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22.

28.

23.

se vice outsou cel by it. Suc/ .ulits m.y be co' Tuctel eit/e by NBFC's

i"te'.lo e7te'.|.ulito s.660i' tel to.cto' NBFC's be/.|,.

E /ile outsou ci' ( v. ious 14 se vices, moe t/.'" 0o'e RE m.y be .v.ili" (
se vices, omt/es.met/i 1-6. ty se vice 6 ovile .I' suc/ sce'. ios,i' lieu
o, co' lucti' ( se6. .te .ulits by i' Tivilu.| REs o, t/e commo' se vice
6 ovile ,t/ey m.y . 106t 6oolel &/. e19.ulit. 4/is .llo5s t/e elev.'tREs
to eit/e 600l t/ei .ulit esouceso e (.(e.' i"1ebe' 1e'tt/i1-6. ty
.ulito to joi' tly .ulit. commo' se vice 6 ovile . Ho5eve , i' 10i' ( so, it
s/. 1l be t/e es60' sibility o, REs i' e'sui' ( t/.t t/e .ulit equi eme'ts
el.tel to t/ei esbective co't.ct 5it/ t/e sevice 6 ovile . e met

e, ectively.

4/ e . ulits s/ .l . ssess, inter alia, t/ e 6e ,0 m."' ce o, t/ e se vice 6 ovile,
.lequ.cyo, t/e isOm.'.(eme't6 .ctices. 1o6tel by t/ e se vice 6 ovile ,
."1Tcombli.' ce5it/ .5s." 1 e(ul tio's.4/e, eque' cyo, t/e.ulits/. Il be
lete mi'el b.sel1 o' t/e'.tue.'1e7te'to, isO."'1im6.cto' t/e NBFC
,omt/eoutsouci'(. .'(eme'ts.Rebotso t/emo'itoi'( .'1 co't ol
. ctivities s/. Il be evie5e1 6e iolic.lly by t/e Se'io - .'.(eme't, ."1 i
c.seo,.'y.1Tve se levelobme't,t/es. mes/. |l be 6utu6 tot/e Bo. 1,0
i' ,0om.tio".

A" NBFC, 1e6e' 1i' ( ubo' t/e isO.ssessme't, m.y.lso ely u6o' (lob.lly
eco( ' isel t/i 1-6. ty ce ti,ic. tio' sm. Te.v. il. ble by t/ e se vice 6 ovile i

lieu o, co' lucti' ( i' 1e6e' 1e' t . ulits. Ho5eve , t/is s/. Il ' ot . bsolve t/ e

NBFC o, its es60' sibility i' e'sui'( .ssu.'ce o' t/e co'tols ."1
6 ocelu es equi el to s.,e(u. 1 1.t. secu ity 8 clutli'( .v.il bility o,

systemsO9. tt/ e se vice 6 ovile 'se' 1.
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81.

A" NBFC s/. 1l 6e iolic. lly evie5 t/e,i'."'ci.l.' 1 o6e .tio'.| co' 1itio' o,
t/ e se vice 6 ovile to. ssess its. bility to co' ti' ue to meet its obli( . tio' s. A’
NBFC s/. 1l . 106t isO-b.se1 .66 o.c/ i' 1e,i"i' ( t/e 6e iolicity. Suc/ 1ue
liliCe' ce evieS5ss/. Il /i(/li(/t."y leteio .tio0' o be.c/i'" 6e,0om."'ce

st.' 1. 1s,co' ,ile' ti. lity secu ity,."' 1 o6e . tio' .| esilie' ce6 e6. el1' ess.

A' NBFC s/.Il e'sue t/.t t/e se vice 6 ovile ( .'ts u' estictel .'1

e,,ective .ccess to 89 1.t. el.tel to t/e outsou cel se vicesB &9 t/ e

elev. 't busi' ess

65



6 emises o, t/ e se vice 6 ovile Bsubjectto. 66 06 i. te secu ity 6 otocols, ,0
t/ e 6u 6o0se o, e, ective ove si(/t by t/ e NBFC, its .ulitos, RBI ."' 1 ot/ e

elev. ' t Com6ete' t Aut/ o ities,.s.ut/o iseT u' 1e |. 5.
E-. Inventor1 of Outsourced / ervices

82. A" NBFC s/.Il ce.te .' i"ve'toy o, I4 se vices outsou cel to se vice
6 ovile s 8 cluli' ( Oey €' tities i' volvel i' t/ei subblyc/.i'sQFut/ie, t/e
NBFCs/. Il m.6its 1e6e' 1e' cyo' t/i16. ties.' 1 6eiolic.llyev.lu.tet/e

i' 0 m.tio'" eceivel, omt/ese viceb ovile s.
E-5 Business Continuit1 and Management of isaster Recover1) lan

83. 4/e Diectio's e(. 1i"( '‘Busi'ess Co' ti'uity ."1 - .'.(eme't o, Dis. ste
Recove y )Il.'’.s . 66lic. ble to outsou ci' ( o, ,i'."'ci.| se vices co' t.i' el '
6. .( .6/ 40to6. .( .6/ 43s/.1l.66ly, mutatis mutandis, to outsou ci' ( o,
I4 se vices. 4/ e Busi' ess Co' ti' uity )I." &8C)9.' 1 Dis.ste Recovey)l.'
HDR) 9,0 outsou cel I4 se vices s/ .|l be comme' su .te5it/ t/e'.tue."'1
scobe o, t/ e outsou cel se vice.s 6e e7t.' ti' st uctio' sissuel by RBI, om

time to time o' BC) /DR equi eme' ts.
E-6 Exit / trateg1

84. 4/e 14 outsou ci' ( 60licy s/. Il co't.i' . cle. e7it st.te(y ,o e'sui'(

busi' essco' ti' uity Tui' ( ."'1.,te e7it.

85. 4/est.te(ys/.lli'clute6l.'s,o 1i,e e tsce' . ioso, e7Zito te mi'.tio'
0, se vices 5it/ stibul.tio' o, mi' imum 6e io1 to e7ecute suc/ 6l.'s, .s

' ecess. .

86. I' Tocume'ti' ( its e7Zit st .te(y,.' NBFCs/.|l, inter alia, i1e' ti,y . Ite ' . tive
.'"(eme'ts, 5/ic/ m.y i'clule 6e ,0 mi'( t/e sevice by . 1i,ee't
se vice 6 ovile ,0 byt/e NBFCitsel,.
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82. A" NBFCs/.lle'suet/.toutsou ci'( .( eeme'ts/.ve' ecess. ycl. useso'
s.,e emov.|l o 1lest uctio' o, 1.t., /. 15. e ."1 .l eco 1s 8i(it.|."1
6/ysic.19.s . 66lic. ble. Fu t/e ,t/eoutsouci' ( .( eeme' ts/.lle'suet/.t
t/ e se vice 6 ovile is 6 o/ ibitel , om e .si'(, 6u (i'(, evoOi' (, .ltei' (,

o c."(i"(."y
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1.t. Tui'( t/et.'sitio' 6e iol, u' less s6eci,ic. lly. 1visel by t/e e(ul.to

o t/eco' ce'el NBFC.

88. A sevice 6 ovile s/.Il be le(.lly obli(e1 to coobe .te ,ully 5it/ bot/ t/e

NBFC.' 1its' e5 se vice6 ovile &9toe'su et/e eis. smoot/ t.' sitio'.
E-: Termination

83. I' t/eeve'to, temi'.tio' o, t/eoutsouci'( .( eeme't,o .'y e.so" i
c.ses5/e et/esevice 6 ovile 1le.Is 5it/ t/e custome s o, t/ e NBFC, t/ e
s.me s/.ll be (ive' 1ue 6ublicity by t/e NBFC so .s to e'sue t/.tt/e

custome sstob 1e.li' ( 5it/ t/eco' ce ' el se vice 6 ovile .

F-/ pecific Outsourcing ( rrangements

F-3 Outsourcing wit0in a 6 roup / Conglomerate

30. A' NBFC m.y outsouce .'y I4 sevice 5it/i' its busi'ess ( ou6 /
co' (lome .te, 6 ovilel t/.tsuc/ .' . .'(eme'tis b.cOel by t/e Bo. 1-
.66 ovel 6olicy, .'1 .66 06 i.te S;As / .( eeme' ts 5it/ its ( oub e' tities

. ei' 6l ce.

31. 4/e selectio' o, . ( oub e'titys/.Il be b.sel o' objective e.so'st/.t. e

simil. to selectio' o, . t/i1-6. ty,."1 t/e NBFC s/.Il .66 06 i. tely 1e.|

5it/ .'y co' licts o, i"teest t/.t suc/ .' outsouci'( . .'(eme't m.y
e' t.il.
32. A" NBFC, .t.lltimes, s/. IIm.i"t.i" .' . mEBle' (t/ el.tio's/i6i 1e.li'(s

5it/ its ( oub e'tities. RisO m.'.(eme't 6 . ctices bei' ( . 106te1 by t/e
NBFC 5/ ile outsou ci' ( to. ( ou6 e' tity s/. Il be i1e' tic. | to t/ ose s6eci,iel

,0 . '0'-eltel6. ty.
F-2 OffsOore or Cross-Border outsourcing

33. I' 6i'ci6le,outsouci'(. .'(eme'tss/.llo' lybee' teeli to5it/ 6. ties
68



o6e . ti' (i' juislictio' st/.tu6/ol1 co' ,ile' ti.litycl.uses.'1.( eeme'ts.
34. E/ilee' (.(i"( 5it/ se vice6 ovile &9i' . ,0 ei(' cou'ty,.'" NBFCs/.IIA

89 closely mo'ito (ove ' me't 6olicies o, t/e juislictio' i' 5/ic/ t/e
se vice 6 ovile is b.sel .'1 t/e 6olitic. |, soci.l, eco' omic ." 1 le(.|
co' 1itio's o' . co' ti' uous b. sis, .' 1 est. blis/ sou' 1 6 ocelu es ,0

miti( . ti' ( t/ecou' ty
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is0. 4/is i' clules, inter alia, /.vi'( .66 06 i.te co'ti'(e' cy ."1

e7it st . te( iesB

8i9 cle. lys6eciyt/e(ove'i'( .50, t/eoutsouci'(. .'(eme'tB

8ii9 e'suet/.t.v.il bilty o, eco1stot/e NBFC .'1 t/e RBI 5ill ' ot

be ., ectel eve' i' c.seo, liquil. tio' o, t/ ese vice 6 ovile B

89 e'sue t/e i(/t o, t/e NBFC .'"1 RBI to Tiect ."1 co' Tuct .ulit

o i' sbectio' o, t/ ese vice6 ovile b.seli' . ,oei(' juistictio' B." 1

89 e'suet/.tt/e. .'(eme'tcomblies5it/ .Ilst.tutoy equi eme'ts.s

S5ell.s e(ul.tio' sissuel by t/ e RBI, om time to time.
F-8 Outsourcing of / ecurit1 Operations Centre (/ OC)

35. Co'silei'( t/e isOs .ssoci.te1l 5it/ outsou ci'( o, Secu ity O6e .tio's
Ce'te &0C9 obe .tio's by .' NBFC, suc/ .s 1.t. bei'( stoel .'1
6 ocessel .t.' e7te'.lloc.tio' ."1m."'.(el byt/esevice6 ovile & its
subco' t . cto s9to 5/ic/ t/ e NBFC /. s lesse visibility, t/ e NBFC, to miti( . te
t/e isOs,s/.1l.106tt/e,ollo5i' ( equi eme' tsi' t/ec.seo, outsou ci' ( o,

SOCo6e . tio'si' .11itio' tot/eco' t ols6 esc ibeli' t/isC/. 6te A

89 u'.mbi(uously ile'tiy t/e o5'e o, .ssets usel i' 6 ovili'( t/e

se vices &.( ., systems, so,t5. e, sou cecole, 6 ocesses,.' 1 co' ce6tsB

89 e'suet/.tt/eNBFC/.s.lequ.teovesi(/t."1 05"es/i6b ove t/e
ule 1e,i' itio', customis. tio' .'1 el.tel1 1.t. / lo(s, met.-1.t. ."'1

.. lytics &6eci,ic to t/ e NBFCB

8ii9 .ssess SOC,u' ctio' i' (,i' cluli' ( .11 6/ysic.|,. cilities i' volve1 i' se vice
lelivey, suc/ .s t/e SOC .'"1 . e.s 5/eeclie't 1.t. is stoel o

6 ocessel 6e ioflic. llyB
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8v9 i' te( .tet/e outsou cel SOC e6o ti'( ."' 1 esc.l.tio' 6 ocess5it/ t/e

NBFC'si' cile' t es60' se 6 ocessB. ' 1

89 evie5 t/e6 ocesso,/."1li'( o,t/e.le tso eve'ts.
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F-. 5sage of Cloud Computing / ervices

36. Seve .lcloul 1e6loyme't."' 1 se vice molels/.ve eme (el ove time. 4/ ese
. e(e'e.llyb.sel o' t/ee7te'to, tec/'olo(yst.cOt/.tis 6 o6osel to be

. 1o6te1 by t/ e co' sumi' ( e' tity.

819 Example - 1: 89Some clou1 se vices. eA

8 9Infrastructure as a / ervice (laa/ ): 4/e se vice 6 oviles
coméuti' (, sto.(e, 'et50 0, .'1 ot/e b.sic esou ces so

t/.tt/eclie'tc.' 1evelo6.' 1 Tebloyt/ei .66lic.tio's.

&9) latform as a / ervice () aal ): 4/ e se vice 6 oviles so,t5. e
,0 builli' ( . 66lic. tio' , mi11le5. e, 1.t. b. se, Tevelobme' t
e'vioome't .'1ot/e tools.lo'( 5it/ t/ei', .stuctu eto

t/ e clie' t.

&9/ oftware as a / ervice (/ aa/ ): Clie' t uses t/ e . 66lic. tio' &9

6 ovilel by t/ e se vice 6 ovile o' . clouli', .st uctu e.

8i9Besiles t/ e t/ ee commo' . 66lic. tio' se vices, Clou1 Se vice
) ovile s &8S)s9.1so 6 ovile. .'(e o, se vices, viC, D. t. b. se
.S . Sevice, Secu ity .s . Se vice, Sto.(e .s . Sevice, ."1

ot/e s5it/ v. yi' ( isOlevels.

&9 Example - 2: Some o, t/ e 606ul. 1e6loyme' t molels ,o 1elive y o, cloul
se vices . e ) iv.te Cloul, )ublic Clou1, Hyb i1 Clou1, .'1 Commu' ity

Clou1.

32. Co'silei' ( t/ev. iel se vices, be' g,its,.' 1 is06 o,iles . ssoci.te1 5it/ t/ e
clou1 Tebloyme't."' 1 se vice molels, .' NBFC t/.t uses cloul se vices ,0
sto.(e, coméuti' ( .'1 moveme't o, 1.t. i' cloul e vio' me'tss/.Il, i

. 11itio' toot/ e . 66lic. ble 6 ovisio' si' t/ ese Di ectio' sA
22



89

u' 1e t.0e . comb6 e/e' sive .ssessme't o, its busi' ess st .te(y ."'1
(o.ls . 106te1 to t/ e e7isti' ( 14 . 66lic. tio' s’ ,oot6 i't .' 1 . ssoci. tel
costs. Suc/ . ssessme' ts/.Ili' clule, but' ot be limite1 to,." ."'.lysis o,
v. ious /e.1s o, cloul- el tel e76e' litu e, suc/ .s .66lic. tio'
e,.ctoi'(,i te( .tio', co' sulti' (, mi( .tio',."1 6 ojectel ecu i (

e76e' 1itu e 1e6e' 1i' ( 0' t/e

23



8i9

8ii9

8vo

89

'.tue o, 500lo.1s. 4/e e7te' t o, cloul .106ti0" m.y v. y, ."(i'(
,om mi( .tio' o, 'o'-busi'ess citic.| 50 0lo.1s to t/e cloul, to
le6loyme' t o, citic.| busi' ess . 66lic.tio's suc/ .s S..S, o ot/e
combi' . tio's i' betS5ee', .'1 s/.Il be 1ete mi' el b.sel o' . 1uly

co' Tuctel busi' ess tec/' olo(y isO. ssessme' tB

e' su e, inter alia, t/ . t t/ e T4 outsou ci' ( 6olicy’, e,e eltoi' 6. .( .6/
62 o, t/ese Diectio's, .11 esses t/e e'tie liecycle o, 1.t., ie,
cove i'( t/ee' tiesb.' o, time, om(e' e .tio' o, t/el.t.,toitse' ty
i'tot/ecloul,."1tillt/e1.t. isbem."e' tlye .sel o Teletel.Its/. |l
.Isoe'su et/.tsbeciiel 6 ocelu es. eco' siste' t5it/ busi' ess' eels

STle(.1."1 e(ul.toy equi eme' tsB

t. Oe i' to . ccou' t clou? se vice s6eci,ic ,. cto s, viC, multi-te' . ' cy, ."' 1
multi- loc. tio' stoi'( o 6 ocessi'( o, 1.t.,."1 .tte'1.'t isOs 5/ ile

est. blis/i' ( .66 06 i.te isOm.'.(eme't, .me50 0B

imb6leme' t ' ecess. y co'tols by e,e i'( to t/e cloul secu ity best
6 . ctices, .s 6e . 66lic. bilityo, t/es/. el es60' sibility mo1el bet5 ee'
t/e NBFC.' 1t/ e Cloul Se vice) ovile &S) 3B

Fo cloul secu ity best 6 . ctices,.' NBFCm.y e,e to, inter alia, NIS4 S)
800-210 Ge'e .| Access Co'tol Guil.'ce ,o0 Cloul Systems
[ tt6sA/' vieubs.' ist.( ov/' istbubs/S6eci. |) ublic. tio' s/NIS4.S) .800-

210.61,.

6uti' 6l.cest o' ( cloul (ove'.'ceby.106ti'( .'1 1Temo' st .ti'( .
S5ell- est. blis/e1 ." 1 Tocume' te1 clou1 . 106tio" 6olicy. Suc/ . 60licy

s/ . ll, inter alia,

89 ile'tiyt/ese vicest/.tc.' be movel tot/ecloulB
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$H9 e'.ble.'1subb6o t6 otectio' o, v. ious st. Oe/olle i' te estsB

&9 e'sue comébli."ce 5it/ e(ul.toy equieme'ts, i'cluli'(
t/ ose o' 6 iv.cy, secu ity, 1.t. sove ei('ty, ecove . bility, ."'1

1.t. sto.(e equi eme'ts,.li('el5it/ 1.t. cl.ssi,ic. tio' B."' 1
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89 6 ovile,0 .66 06 i.te Tue lili(e'cetom."'.(e."'1co'ti'u.lly

mo' ito t/ e isOs. ssoci. te1 5it/ CS) sB

&i9 e' suet/.tt/e selectio' o, . CS) is b.sel o' . comb6 e/e'sive isO
.ssessme't o, t/e CS). A' NBFCs/.lle'te i"to. co't.cto'ly5it/
CS)s t/.t . e subject to ju islictio's t/.t u6/ol1 e',o ce. bility o,
.(eeme'ts.'"1t/e i(/ts.v.il.blet/e eu' 1e tot/e NBFC, i' cluli' (
t/ose el ti'( to .sbects suc/ .s 1.t. sto.(e, 1.t. 6 otectio', .'1
co' ,ile' ti. lityB

8ii9 e'suet/.tt/esevice.'1 tec/' olo(y . c/itectu e su66o ti' ( cloul-
b.se1l .66lic.tio's is built i' .1/ee'ce to (lob.lly eco('isel

. C/itectue 6 i' cibles.' 1st.' 1. 1s.4/etec/' olo(y. c/itectu es/.IlIA

89 6 ovile,o . st.'1. 1 seto, tools.'1 6 ocessesto m.'.(e

co't.i'es,im.(es.'1 ele.sesB

&9 6 ovile,0o . secueco' t.i'e-b.sel 1.t. m.".(eme't, 5/e e
e' c y6tio' Oeys .'1 H. 15. e Secu ity - olules. eu' 1e t/e
co' t ol o, t/ e NBFCB

&9 be 6 otectel .(.i"st1.t. i'te( ity."1 co',ile' ti.lity isOs, ." 1
.(.i"st co-mi' (li"( o, 1.t., i'" c.se o, multi-te'.'cy
e'vio me'tsB.'1

89 be esilie't.'1e'.blesmoot/ ecoveyi' c.seo,,.ilueo,.'y

o' eo combi'.tio' o, com60o' e' ts.c osst/ecloul. c/itectu e

5it/ mi' im.lim6.cto' 1.t. /i',0 m. tio' secu ityB

&iii9.( eeubo' t/elle'tity.' 1 Access- .'.(eme' t8A- 95it/ t/e(CS) .' 1
e' suet/.t ole-b.sel .ccess tot/e cloul /ostel . 66lic. tio' s, bot/ i'

esbect 0, use -.ccess.' 16 ivile( e1-. ccess, is6 ovilel.4/e NBFCs/. IIA
26



89 est.blis/ sti'(e't .ccess co'tols, .s .66lic.ble ,o .' o'-

6 emises . 66lic. tio' ,,0 IA- ,0 cloul-b. se1 . 66lic. tio' sB

&9 imbleme' tse( e(.tio' o, Tuties,.'1 oleco',lictm.ti7,o .l
0i' 1s o, use -.ccess .'1 6 ivile( el-.ccess oles i' t/e cloul-

/ oste1 . 66lic. tio' i esb6ective o, t/ e clou1 se vice mo1elB
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&9 e'sue t/.t .ccess 6 ovisio'i' ( is (ove 'el by 6 i' cibles o,

"eelto0 o5’ ." 1" le.st6 ivile(es'B." 1

89 imé6leme't multi-,.cto .ut/e'tic.tio' ,0 .ccess to cloul

. 66lic. tio' sB

879 e'suet/.tt/eimbleme't.tio' o, secu ity co'tolsi' t/e cloul-b.sel
. 66lic. tio' . c/ieves simil. o /i(/e 1e( ee o, co't ol objectives t/."'
t/ose .c/ievel i' o by .' 0'-6 emises .66lic.tio'. 4/is i' clules
e'sui' ( secu eco''ectio' t/ ou(/ .66 06 i.te Tebloyme' to, 'et50 0
secu ity esouces .'1 t/ei co',i(u.tio'sB.66 06 i.te .'1 secu e
co',i(u .tio's, mo'itoi'( o, t/e cloul .ssets utilisel by t/e NBFCB
'ecess. y 6 ocelu es to .ut/oise c/.'(es to cloul .66lic.tio's ."'1

el. tel esou cesB

&9 1e,i' emi' imum mo'ito i' ( equi eme'tsi' t/ecloul e vio' me't."1
.ssess t/ei',0 m.tio' / cybe secu ity c. 6. bility o, t/e CS), to e' su e

t/ .t itA

89 m.i't.i's . i',0 m.tio' secu ity 6olicy ,.me500

comme' su . te 5it/ its e76osu es to vul' e . bilities."' 1t/ e. tsB

&9 is.bletom.i't.i' itsi' ,0 m. tio' /cybe secu ity c. 6. bility 5it/
esbecttoc/.' (esi'" vul' e . bilities.' 1t/ e.ts, i cluli' ( t/ ose
esulti' ( , om c/."'(es to i',0 m.tio' .ssets, o its busi' ess

e'vi o' me' tB

&9 /.ssett/e'.tue.'1, eque'cyo, testi'( 0, co'tolsi' esbect
o, t/ e outsou cel se vices comme' su .te 5it/ t/e m. te i. lity o,
t/ e se vices bei' ( outsou cel by t/e NBFC .'1 t/e t/ e.t
e'vio' me' tB.'1
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89 /.s mec/.'isms i' 6l.ce to .ssess t/e subco't.ctos 5it/
e(. 1s to co',ile' ti. lity, i' te( ity ." 1 .v.il. bility o, t/e 1.t.
bei' (s/. e15it/ t/em,5/e e. 66lic. bleB

&9 e sue.66 06itei'te( .tio' o,lo(s.'1eve'ts, omt/eCS) i"tot/e
NBFC's SOC, 5/e eve .66lic.ble."'1 ete'tio' o, elev.' tlo(si' clou1l

,0
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i'cile't e6oti'"( .'1T /."1li"( o, i'cile'ts el ti'( to se vices

1e6loyel o' t/eclou1B

gii9 e'sue t/.t t/e cybe esilie' ce co'tols o, t/e CS) combleme't t/e
NBFC's 05" . 66lic. tio' secu ity me.su es,.' 1 t/.tbot/ t/e NBFC."'1
t/e CS) m.i"t.i' co'ti'uous ."1 e(ul. ubl.tes o, secu ity- el. te1
so,t5. e, i'cluli'( u6( .1es, ,i7es, 6.tc/es, .'1 se vice 6.c0s, to

s.,e(u. 1.66lic.tio's.(.i"st.1v."celt/ e.ts.'1Tm.I|5. eB

Fiii9e'suet/.tt/e CS) /.s. 5ell(ove 'el ."1 st uctu el .66 o.c/ to
m.'.(e t/ e.ts ."1 wvul' e. bilities su66o te1 by equisite i' Tust y-

sbeci,ict/ e.ti' telli( e' ce c. 6. bilitiesB

&ivoe' su e t/.t t/e busi' ess co' ti' uity , .me50 0 6 oviles ,0 co'ti' uel
o6e .tio' o, citic.| ,u'ctio'si' t/e eve't o, . lis.ste .,ecti'( t/e
NBFC's cloul se vices o ,.ilue o, t/e CS), 5it/ mi' im. | Tis ubtio' to

se vices.' 1 5it/outcom6 omisi' ( 1.t. i' te( ity."' 1 secu ityB

gvo e'sue t/.t t/e CS) /.s 6ut i' 6l.ce Temo' st . tive c. 6. bilities ,0
6 e6. el"ess .'1T e.li"ess ,0 cybe  esilie'ce .s e(. 1s cloul
se vicesi' usebyt/emt/ ou(/,i te .li., obusti' cile't es6o' se.'1
ecove y 6 .ctices i' cluli' ( co' Tuct o, DR 1 ills .t v. ious levels o,

clou1 se vicesi' cluli' ( ' ecess. yst.Oe/olle s.
&vi9 1evelo6 .' e7itst . te(yt/.ts/. |l

89 ,.cto,i"te .li., .( ee1 6 ocesses .'1 tu'. ou' 1 times ,0
etu'i'( t/eNBFCsse vicecoll.te.Is."11.t. /ell1 byt/eCS)B
1.t. comé6lete' ess .'1 60 t. bilityB secu e 6u (e o, NBFC's
i', om.tio' , om t/e CS)’'s e vi o' me' tBsmoot/ t.'sitio' o,
se vicesB.' 1 u'.mbi(uous 1e,i" itio' o, li. bilities, 1. m. ( es,
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6e' .lties .'1 i' 1Tem' ities, 5/ic/ s/oull .lso be . 6. t o, t/e

se vice level stioul. tio' si' S; AB

&9 i'clule e7it 6l."s 5/ic/ .li(" 5it/ t/e o' (oi' ( 1lesi(" o,

. 66lic. tio' s. "' 1 se vice 1elive y tec/' olo( y st. cOB
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&9

819

i' clule co't.ctu.lly .( eel e7it / te mi'.tio' 6l.'s, 5/ic/
séeci,y /05 t/e clou1-/ostel se vice&9.'1 1.t. 5ill be move1
out , om t/e cloul 5it/ mi'im.| im6.ct o' co'ti' uity o, t/e

NBFC's busi' ess, 5/ilem.i' t.i"i' ( i' te( ity." 1 secu ityB."' 1

i'clule cl.uses ,0 6 om6t t.Oe-ove o, .ll eco1s o,
t.'s.ctio's, custome .'1 o6e.tio'.l i',0om.tio', .'1
co',i(u .tio" 1.t.,i" . system.ticm.''e , omt/eCS),."1

ou(i'( .tt/eCS) e 1,."1Te'sui"( i'1eb6e' 1e't .ssu.'ce

be,o esi('i'( o,,, omt/eCS).

&vii%' suet/.tt/e.ulit/ 6e iolic evie5 /t/i 1-6. ty ce ti,ic. tio' s cove ,

.S 6e

. 66lic. bility . ' 1 clou1 us. (e, i'"te .li.,.sbectssuc/ .s oles."'1

es60' sibilities o, bot/ NBFC .' 1 CS) i' cloul (ove '.'ce, .ccess.'1

'"et500 co'tols, co',i(u.tio's, mo'itoi'( mec/.'ism, 1.t

e' c ybtio', lo( evie5, ¢/.'"(e m."'.(eme't, i'cile't es6o'se, .'1

esilie' ce 6 e6. el1'ess.' 1 testi' (.

6 - Redressal of 6 rievances related to Outsourced / ervices

38. A" NBFCs/.Il/.ve. obust( iev.'ce el ess.Imec/."ismt/.ts/.|l"' otbe

com6 omiseli" .'ym."'"e o

. ccou' to, outsou ci' (,i.e., es6o' sibility,o

el ess. | o, custome s’ ( iev.' ces el.tel to outsou cel se vices s/. Il est

5it/ t/ e NBFC.

33. Outsouci'(. .'"(eme'tse'teeli'toby.' NBFCs/.Il'ot., ectt/e i(/ts

o, its custome s . (.i' st t/e NBFC, i' cluli' ( t/e . bility o, t/ e custome s to

obt.i' el ess.|.s.66lic.bleu' 1e elev.'tl. 5s.
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COapter 7 — Repeal and OtOer ) rovisions

( - Repeal and saving

100. E it/ t/ e issue o, t/ ese Di ectio' s, t/ e e7isti' ( Di ectio' s, i' st uctio's, ."' 1

101.

(uileli' es el. ti' ( to outsou ci' ( o, ,i'.'ci.|l se vices .' 1 14 se vices .s
.66lic. ble to NBFCs st.'1 ebe.lel, .s commu'ic.tel vile ci cul.

DOR.RRC.REC.302/33-01-010/2025-26 1. tel Novembe 28,  2025.

4/ e
Di ectio' s, i' st uctio's,.' 1 (uileli' es e6e.le1 6 io tot/eissu.' ceo, t/ ese

Di ectio' ss/.llco' ti' ueto em.i' ebe.lel.

Not5it/st.' 1i' ( suc/ e6e.l, ."'y .ctio' t.0e' o 6u 60 tel to /.ve bee'
t.0e', o0 i"iti.te1 u' 1e t/e ebe.lel Di ectio's, i' st uctio's, o (uileli' es
s/ .1l co' ti' ue to be (ove 'el by t/e 6 ovisio's t/e eo,. All .66 ov.Is o
.cO"o5leT(me'ts( .'"tel u' 1e t/ese ebe.lel lists s/.ll be 1Teemel .s
(ove 'el by t/ese Diectio's. Fut/e, t/e e6e.|l o, t/ese Di ectio's,

i' st uctio' s, 0 (uileli'ess/.Il"oti' ."y5.y6 ejulici.lly.,, ectA
89."y i(/t, obli(.tio" o li. bility.cqui e1,.ccuel,o i'cu elt/eeu 1e B

&9.'y, 6e'.lty, ,o,eitue, o 6uU is/me't i'cu el i' esbect o, .'y

co' t.ve'tio' committel t/e eu' 1e B

&9 .'y i vesti(.tio', le(.] 6 oceeli'(, o emelyi" esbecto, .'y suc/
i(/t, 6 ivile( e, obli(. tio', li. bility, 6e' . Ity, ,0 ,eitu e, 0 6uU'is/me't.s
.,0es. i1B."1."ysuc/ i' vesti(.tio',le(.|6 oceeli' (so emelym.y
be i' stitute1, co' ti' uel,0 e',0cel."'1."ysuc/ 6e'.lty,,0 ,eitueo
6u' is/ me't m.y be im6osel .s i, t/ose Di ectio's, i' st uctio's, o

(uileli"es/.1"' otbee' eb6e.lel.

B- ( pplication of otOer laws not barred
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102. 4/ e 6 ovisio's o, t/ese Di ectio's s/.Il be i' .11itio" to, .'"1 "ot i
le o(.tio' o, t/e 6 ovisio's o, .'y ot/e I.5s, wules, e(ul.tio's, o

Di ectio' s,,0 t/etimebei' ( i' ,0 ce.
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C- Interpretations

103. Fo t/e 6u 60se o, (ivi'( e,,ect to t/e 6 ovisio' s 0, t/ ese Di ectio's o '
o le to emove .'y 1i,,iculties i' t/e .66lic.tio0’ o i te 6 et.tio' o, t/e
6 ovisio' s o, t/ese Di ectio's, t/e RBI m.y, i, it co' sile s ' ecess. y, issue
'ecess. y cl. jjic.tio"s i' esbect o, .'y m.tte cove el /eei' .'1 t/e
i'te 6 et.tio' o, .'y 6 ovisio' o, t/ese Di ectio' s (ive' by t/e RBI s/. Il be

AT it 10 (.

&u' il4SN.i 9

Clie,Ge'e . |- .". (e
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